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SECTION 1. GENERAL PROVI SI ONS

Part 1. | NTRODUCTI ON

*1-100 Obj ective. The security of the U S. depends in part on the proper

saf eguarding of classified information released to industry. The objective of
the DoD Industrial Security Programis to assure the safeguarding of classi-
fied information in the hands of U S. industrial organizations, educational
Institutions, and all organizations and facilities used by prine and sub-
contractors, hereinafter referred to as industry. The objective of this
regulation is to set forth policies, practices, and procedures of the DoD

I ndustrial Security Programused internally by the DoD to ensure maxi mum
uniformty and effectiveness in its application throughout industry. The ISM,
as a conpani on docunent to this regulation, is a DoD publication which
contains detailed security requirenents to be followed by U S. contractors for
safeguarding classified information. The ISM is nmade applicable to industry
by execution of the “DoD Security Agreenent” (DD Form 441), and by direct
reference in the “Security Requirements Cause” in the contract. Should *
there devel op any conflict in instructions between the ISM and this

regul ation, such conflict shall be reported to the Director, Defense

| nvestigative Service (DIS), ATIN: Deputy Director (Industrial Security).
Pendi ng resolution, the provisions of this regulation shall govern.

1-101 Authority and Scope. This regulation, authorized by the Secretary
of Defense under the authority of the National Security Act of 1947, as nend-
ed, i s established as a DoD regul ation published by Headquarters (HQ D' S
under the authority of DoD Directive 5220.22, “DoD Industrial Security
Program”

a. This regulation is applicable to the OSD (including all of its
boards, councils, staffs, and commands), DoD agencies, and the Departnents of
the Arnmy, Navy, and Air Force (including all of their activities), hereinafter
referred to as User Agencies (UA's), in all industrial security relationships
W th industry.

b. The Secretary of Defense is authorized to act on behalf of the
UA'S listed in paragraph 1-273.

c. The DIS shall admnister the DoD Industrial Security Program on
behal f of all UA's.

(1) The Regional Directors of DIS have the authority and re-
sponsibility for admnistration of the DoD Industrial Security Program wthin
their respective regions. The offices of the Directors of Industrial Security
are designated as the cognizant security offices (CS0's) for all contractor
facilities wthin their jurisdictions and are responsible for the perfornance
of CSO functions prescribed in this regulation, except for certain security
actions noted el sewhere herein which nay be perforned by the Conmander or Head
of a UAinstallation or the Regional Directors of DIS. Facility security
cl earances (FCL's) shall be granted by the CSO.
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(2) The Director, Defense Industrial Security Cearance Ofice sxe
(DISCO, DS, Colunbus, Onhio 43216, shall assune responsibility for processing :
and granting all industrial personnel security clearances (PCL's) (except for
contractor-granted CONFI DENTI AL cl earances), including those PCL's for
contractor personnel located on a UA installation, and for maintaining an

I ndustrial personnel security clearance file (PSCF) of PCL's and FCL's.

(3) UA's have the authority and exercise the functions of, a
contracting activity as prescribed in this regulation and the ISM  Certain of
these functions, under the delegation of the PCO are perforned by the ACO (see
appendi x C).

d. This regulation inplements cthe security policies established by
the Deputy Under Secretary of Defense for Pelicy (DUSD(P)) and establishes the
procedures, requirenments, and practices concerned with the effective protec-
tion of classified information in the hands of industry, including foreign
classified information which the U S. Governnent is obliged to protect, in
the interest of national security. UA' S are not authorized to require a
different standard of industrial security than prescribed herein, except as
aut horized in paragraph 1-114. In addition, this regulation inplenents the * °
DoD Operations Security (OPSEC) Program established by bUsSD(P) as set forth *
in DoD Directive 5205.2, “DoD Operations Security Program” Section X of *.
this regul ation provides anplifying and procedural gui dance for UA's when *
considering Inposition of QPSEC requirenments on industry. — *

(1) This regulation is. written in terns of the most common = -
situation where the contractor has access to, or possession of, classified in-
formation in connection with the performance of a classified contract. However,
it is also applicable to the safeguarding of classified information in connection
wth all aspects of precontract activity, including preparation of bids and
proposal s and precontract negotiations, and all aspects of postcontract activity.
Moreover, the requirenents are equally applicable to the safeguarding of
classified information not rel eased or disclosed under a procurenent contract
such as U. S. CGovernnent-sponsored i ndependent research and devel opnment advance
agreenments or UA prograns participated in by a firm organization, or
i ndividual on a voluntary or grant basis. Exanples of the latter prograns
are long-range scientific and technical planning progranms and prograns
designed to provide planning briefings for industry. Contractors partici~
pating in such prograns shall be advised of the follow ng: “The recipient
shal | safeguard all classified material and shall provide and naintain a
system of security controls wthin its organization in accordance with the
requirements of: (i) the ‘Departnment of Defense Security Agreement’ (DD Form
441), (11) “the 1sM (attachment to DD Form 441), and (i1ii) any revi sions or
changes to the ISMrequired by the demands of national security as determ ned

by the U S. Governnent.” In such situations, the official of the UA or
desi gnee, who releases or discloses the classified. information to the firm
organi zation, or individual shall fulfill the responsibilities which this

regul ation and the 1SM assign to the contracting officer (such as, furnishing
necessary classification guidance, authorizing retention of classified
material, and certifying contractors’ need-to attend classified neetings).
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(2) Wen foreign classified information is nmade available to a
contractor-by a UA in connection with a U S. classified contract, procedures
applicable to U.S. classified information shall be used. However, when foreign
classified information is made available to U . S. contractors in connection
with a foreign classified contract, the responsibility for the actions which this
regul ation and the ISM charge to the contracting officer and the contracting UA
shal | be as prescribed in paragraph 8-103e. Responsibilities not specifically
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g assigned in paragraph 8-103. are reserved to the forei gn government agency or
. foreign contracting activity concerned.

(3) Wien a report-is submtted in accordance with paragraph 6a
(18), ISM the CSO shall contact the originator, or, where appropriate, the
authority releasing the classified naterial to the contractor to: (i) identify
the source and contact for obtaining classification guidance relating to the
material, (ii) establish the contractor’'s need for the material, (iii) determne
the safeguards that are prescribed for the protection of the nmaterial, and {iv)
determne the disposition instructions which are applicable to the material.
Upon receipt of the classification guidance and disposition instructions fromthe
rel easing authority, the CSO shall provide such information to the contractor.
UA's originating such material, or releasing or authorizing the rel ease of such-
material to contractors, shall assist CSO's in establishing appropriate gui dance
and instruction for contractors who receive classified material wthout proper
gui dance for its protection and disposition,

e. Any situation or enmergency which indicates a need for clarifi-
cation, nodification, addition, or deletion to this regulation shall be reported
pronptly, together with recomendations, through channels to the DS, ATIN:
Deputy Director (Industrial Security). Tenporary action is authorized to be
taken by a’ UA to safeguard its classified information in an energency situation

f. This regul ati on shall not be construed to limit i n any manner
the authority of the. Secretary of Defense, the Secretaries of the Arny, Navy,
and Air Force, or the Heads of UA'S individually; to grant access to classified
i nformation under the cogni zance of their departnent or agency, to any individual
designated by them The granting of such access is beyond the scope of the
DoD industrial Security Program.

g. The Deputy Director (Industrial Security), HQ DI S is responsi bl e
for the inplementation and adm nistration of security procedures applicable to
the transm ssion of SECRET nmaterial by commercial carriers.

h. The Commander, Mlitary Traffic Managenment Conmand (MIMC) is
responsible for the Inplenentation and admnistration of security procedures
applicable to the transm ssion of CONFIDENTIAL material by commercial carriers
within the continental U S (CONUS). Designated Conmanders will provide this
service in prescribed areas outside the CONUS (al so see appendix F). .

i. Al1 U S Arms Control Disarmament Agency” (ACDA) contracts
i nvol ving contractor access to RESTRI CTED DATA are, by separate agreenent
bet ween ACDA and the Department of Energy (DOE), the responsibility of the

DCE.

1-102 Super seded Regul ation. This regul ation supersedes the ISR dated
February 1984 and Changes thereto.

1- 103 Responsibilities. “Security responsibility for contracts awarded to
industry is set forth below (see section VIII for contracts awarded to foreign
| ndustry).
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a. The contractor is required to conply with the security
provisions of the |ISM and withany additional security requirenents
established by the contract, regardless of the geographical |ocation of the
classified material.

),
i)
;&_:J
3

b. Wthin the US., Puerto Rico, or a US. possession or trust
territory, the Deputy Director (Industrial Security) shall assume security
cogni zance for all contractor facilities wthin the region, and shall perform
CSO functions prescribed in this regulation on behalf of all UA'S with respect
to all contractor facilities within the region. However, in the case of con-
tractor facilities located on a UA installation, certain security actions my
be performed by the Commander or Head of the installation concerned (see para-
graph 1-108). The Director of Industrial Security, Pacific Region, 1is
assi gned security cogni zance for contractor ‘facilities performng in US.
trust territories or possessions in the Pacific area, and the Director of
| ndustrial Security, Southeastern Region, is assigned security cognizance for
contractor facilities performng in Puerto Rico, and U S. possessions in the
Atlantic and Caribbean areas. The appropriate CSO may nmake the necessary
arrangements with the Commander or Head of the UA installation |ocated cl osest
to the contractor’'s operations to performindustrial security supervision and
| nspections of such operations on his or her Dbehal f. Upon conpletion of the
arrangement, the CSO will notify the HQ activity of the UA installation
involved and the Deputy Director (Industrial Security,) BQ DIS as to the
identity and the location of the Commander or activity performng the required
industrial security supervision. |f the above arrangenents are not feasible,
a security representative fromthe appropriate CSO shall nake the required
security inspections. The frequency of such inspections may be nodified with “\
the approval of the Deputy Director (lIndustrial Security), HQ DIS.

C. Qutside the areas enunerated in paragraph b above, the UA
awarding the classified contract shall assune responsibility for all security
aspects of contract supervision (see paragraph 1-115) unless the UA requests
this responsibility be undertaken by DIS.

d. The Director, DI SCO shall assume responsibility for all indus-
trial PCL functions prescribed by this regulation. Except in cases pertaining
to owners, officers, directors, partners, regents, trustees, or executive
personnel (OODEPs) which are transmtted through the CSO, contractors deal
directly with DISCO on all PCL's, transfers of PCL's, and issuances of
security assurances. The DI SCO shall:

(1) process and issue PCL's for contractor personnel, including
t hose enpl oyees |ocated on UA installations;

(2) maintain the PSCF of contractor FCL's and PCL's;

(3) on request, furnish PCL information on contractor
enmpl oyees, including those on UA installations;

(4) on application by a U S. contractor, make a security
assurance determ nation predicated upon a LOC, and

(5) advise the Commander or Head of a User Agency installa- * =
tion whenever the security clearance for a contractor enployee, who is duty *
stationed wth a contractor activity on his/her installation, has been *
suspended, denied or revoked. *

1-103 4



':.;?l':

Ti‘,‘..‘n

e. When shi pping SECRET material by conmercial carrier, UA's are
responsi ble for obtaining the necessary routing instructions from MIMC, ‘' and
for utilizing a carrier which has been qualified by’ MIMC and has been granted
an appropriate FCL by the CSO. The MIMC, In turn, shall. be responsible for
assuring that a qualified carrier which has been granted an appropriate FCL by
the CSO is used 1/, except where use of prepaid commercial bill of lading . °
(CBL) has been authorized in the appropriate contract or approved by the
contracting officer concerned 2/. SECRET material shall be shipped by
governnent bill of lading (GBL) or CBL annotated thereon: “To be converted to
a Governnent Bill ot Lading.” In addition, the notation, “Protective Security
Service Required,” shall be reflected on all copies of the bili of |ading
(BL) .  An annotated CBL nust be couverted to a GBL before paynent is made.
The BL's will be maintained in a suspense file t0 follow up on overdue or
del ayed shi pnents.

1- 104 Arrangement of Reqgulation. This regulation covers the essential
policies and procedures with respect to safeguarding classified information.

It is divided-into sections, parts, and paragraphs. Each section is designated
by subject and Roman nunerals (for exanple, |, II, and III), and covers a sepa-
rate aspects of industrial security. The parts are designated by title and
Arabic nunerals (for exanple, 1, 2, 3), and contain & breakdown of the subject
covered by the section into related divisions. The paragraphs are a further
division of the parts. They are so nunbered that the first digit indicates
the section; the second digit, the part; and the last two digits, the
paragraph (for exanple, 2-103, designates section 1I, part 1, paragraph 3;
3-314 designates section IIl, part 3, paragraph 14). The regul ation is
designed to permt subsequent insertions of additional parts ane paragraphs
within the appropriate section.

1- 105 Arendnent of kegulation. This regulation will be anended fromtine
to time. Unless otherw se specified in any anmendnment, conpliance with an
amendment shall not be mandatory until 30 days after date of publication,
al t hough conpliance shall be authorized fromthe date of its publication.

1-106 Distribution and Use of Requlation. This regulation is intended for
the use and guidance of industrial security axial procurement 'activities of the
UA's. |t shall be distributed through normal chaunels to staff and operating
activities concerned with industrial security and procurenment matters. This
regulation is not applicable to industrial meragement, and i S not intended for
distribution to industry. Parts or all of this regulation nay be nade

avai l able to industrial managenent, wken judged to be in the interest of a
UA

1/ Non-DoD UA's nmay issue their own routing instructions; however, when doing
so they will ensure that omly commercial carriers which have been qualified
by MIMC and granted an appropriate FCL by the CSO are utilized.

2/ I'n such cases, the SECRET shi pment shall be routed via a cleared commerci al
carrier under a tariff, tender, or contract that provides PSS in accordance
W th DoD 5220.22-C (reference (b)).

n
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" 1-107 User Agency Procedures Under This Regulation. UA's nmay augnhent this

regul ation by prescribing nore detailed regulations and operating instructions »

as may be required and which are not inconsistent wth this regulation. The
application of these procedures shall be guided by the twofold objective of
establishing uniformty and maintaining maxi num security., consistent with the
acconpl i shment by each UA of its assigned mssion. Two copies of each im

pl ementing regulation or instruction issued by a UA shall be furnished to
Director, DS, ATTN. Deputy Director (Industrial Security) for information

1-108 Contractor Activities on a User Agency Installation.

a. The Commander or Head of a UA installation shall provide security

supervision of contractors and their enployees |located on the installation as
foll ows

(1) For installations |ocated outside of the U S., FPuerto RicCO,
or a U S possession or trust territory, the contractor and his or her enployees

shall be considered to be visitors. In such cases the procedures set forth in
paragraph e bel ow shall apply.

(2) For installations |ocated within the U S., Puerto Rico, or
a U S possession or trust territory, the contractor and his or her enployees

shal | be considered to be visitors, or the Commander or Head of the
installation may elect to declare the contractor activity a facility under one
of the following criteria if:

(a) the contractor’s operation is sufficiently conplex to
warrant assignment of an area such as a suite of offices, a building or

portion thereof, or a segregated work area;

(b) the contractor’s operation is to beof a
quasi - per manent nature;

(c) the contractor maintains managenent control over his
or her operations; or

(d) the contractor is in a position to maintain separate
security procedures.

FCL's shal|l not be established on the installation solely for the purpose of

permtting a contractor entry authorization into a controlled area unless access
to classified information is required in the performance of the contract.

b. | f, in light of the foregoing, the Commander or Head of the UA
installation decides that the contractor’s on-installation activity requires a
FCL, he or she shall request the CSO in whose geographical area the
installation is located (see appendix B for listing of €S0's and boundaries)
to assunme security cognizance of the facility. The Commander or Head of the
instal | ati on shall request the Cso0 to performall cognizant security functions
provided for in this regulation, or he or she shall notify the CSO in witing
that he or she has elected to performthe follow ng security actions.
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(1) Acconplish the FCL survey and furnish the CSO a copy of
the “Facility Security O earance -Survey” (DD Form 374), the DD Form 441 or the
“Appendage to Departnment of Defense Security Agreenent” (DD Form 441-1), the

“Certificate Pertaining to Foreign Interests “ (DD Form 441s), and excl usion
certificates, as required.

(2) Assure that the contractor has prepared a standard
practice procedure (SPP) , covering the contractor’'s operations on the UA
i nstallation.

- (3) Assure that the contractor observes . required security controls
t hrough periodic i nspections in accordance with the schedulé prescribed by

paragraph 4-103, and furnish to contractors letters of requirements resulting
from such inspections, if appropriate.

(4) Assure that the contractor maintains managenent control over
his or her operations.

(5) Assure that pronpt remedial action is taken where security
conditions are deficient in the contractor’s operations.

(6) Review, when appropriate, contractor control of incomng
visitors to contractor facilities on the installation.

(7) Ensure that the DoD security education programis inplenented
by the contractor and, as required, conduct defensive security briefings
required by paragraph 5u | SM

(8) Conduct investigation of contractor security violations,
i ncluding |oss, conprom se, or suspected conprom se of classified informtion
in accordance with section V. If the services of a governmental investigative
agency are required, request services fromthe appropriate mlitary investiga-
tive agency.

(9) Furnish to the facility, guidance on the application of
security requirements including establishment or disestablishment of closed or
restricted areas. Requests from the contractor for interpretations of the
requi rements of the ISM shall be forwarded to the CSO

| (10) Request from DISCO interim PCL's for contractor personnel
when required to prevent crucial delay in the negotiations or performnce of
the contract.

(11) Assure that the contractor reports promptly to the CSO
and the Commander or Head of the UA installation any incidents which involve

espi onage, sabotage, subversive activity, or the loss, conprom se, or
suspected conprom se of classified information.

_ (12) Recommend to the CSO the term nation, revocation, or
suspension of the FCL, as appropriate.

(13) Conduct the briefing and debriefing of the facility *
security supervisor (Fso), the COMSEC custodian, and alternate COMSEC cus- *
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todian when there is a COMSEC account or there is a requirenent to establish ji?
a COMSEC account (see paragraph 2-313). Brief and debrief only the FSO*if *
no COMSEC account 4s required.

¢ \Wen the security actions outlined in paragraph b above are
perforned by the Commander or Head of the installation, the follow ng actions
shal | be acconplished by the CSO

(1) Grant the FCL to the contractor provided the preclearance
survey has been conpleted and the required fores are in order.

(2) Assign an industrial security specialist to acconpany the
installation security inspector during special or schedul ed inspections upon
request or as otherw se appropriate after coordination with the Commander or
Head of the UA installation.

(3) Verify FCL and safeguarding ability, when requested ,
(see paragraph 1-110b).

(4) Terminate, revoke, or suspend FCL's, as appropriate.

d. Reports of initial “Facility Security C earance Survey,”
recurring inspections reported on “Industrial Security Inspection Report”
(DD Form 696), letters of requirenents to the contractor, and reports
resulting from investigations conducted in accordance with section V shall be
exchanged between the Commander or Head of the UA installation and the CSO.

e | f the Commander or Head of the UA installation does not elect
to clear contractors on his or her installation as facilities, he or she shall
provi de appropriate security supervision and shall be responsible for the
fol | ow ng:

(1) Provide witten instructions specifying: (i) those se-
curity actions which will be performed for the contractor by the installation
such as providing storage facilities, guard service, mail and freight
services, and visit control, and (ii) those security actions for which joint
action may be required such as the packaging and addressing of classified
transmttals, and control of visitors.

(2) Ensure that the contractor-has prepared a SPP covering the
contractor’s activities on the UA installation,” -if appropriate.

(3) Ensure that the contractor observes required security con-
trols through periodic inspections in accordance with the schedul e prescribed
by paragraph 4-103, and furnish to contractors letters of requirenents
resulting from such inspections, if appropriate.

(4) Ensure that pronpt remedial action is taken when security
conditions are deficient in the contractor’s operation.

(5) Ensure that the DoD security education programis  imple-
nmented by contractors and, as required, conduct defensive security briefings
requi red by paragraph 5u, |ISM
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A “(6) Conduct investigation of contractor security violations,
including |oss, conprom se, or suspected conprom se of classified infornation.

(7) Conduct the briefing and debriefing of the FSO the
COMSEC custodi an, and alternate COMSEC custodi an when there is a COMSEC
account or there is a requirenment to establish a COMSEC account (see para-
graph 2-313). Brief and debrief only the FS0.if no COMSEC account |s ,
required.

(8) Furnish to the contractor guidance on the application of
security requirements to the contractor’s operations.

(9) Forward requests fromthe contractor for interpretations
of the ISMto the CSO.

(10) Request from DI SCO Interim PCL's for contractor personnel,
when required, to prevent crucial delay in the performance of the contract.

(11) Ensure that the contractor reports pronptly any incidents
whi ch invol ve espi onage, sabotage, subversive activity, or the | oss, conpro-

m se, or suspected conprom se of classified information. |In addition, the
CSO of the visiting contractor’s facility shall be advised concerning the
i nci dent .
f. For those installations |ocated outside of the U S., Puerto Rico,

or a U S. possession or trust 'territory, where the Conmander or Head of the UA
= Instal lation has relinquished security responsibilities to DS, the Ofice of
) | ndustrial Security International (0ISI) and/or the appropriate CSO will be
responsi ble for assuring that the security actions outlined in paragraph
1-108e above are acconpli shed.

1-109 Expendi ture of Funds for Security. The €SO shall not commt the
government to relnburse the managenent of afacility for funds expended in
connection with the facility's security program In the case of a cost-

rei mbursenent-type contract, the allowability of security costs is determ ned
by the contracting officer in accordance with the terns of the contract and
with the cost principles of the Federal Acquisition Regulation (FAR) (ref-
erence (gg)). Under a fixed price contract, the initial contract price

i ncludes all applicable security costs. An equitable adjustnent nay be made
in the initial contract price when, as indicated in the contract security
clause, the security classification or security requirenments under the
contract are changed by the government and the change results in an increase
or decrease in the contract price.

1-110 Disclosure of Classified Information to a Contractor by User Agency
Contracting Activities.

a. Prior to the disclosure of any classified information to a fa-
cility, the contracting activity of the UA shall determne that the con-
tractor’s facility has a valid FCL equal to, or higher than, the category of

classified information to be disclosed. |If the facility will be required to
i have physical possession of classified material, the contracting activity
7 shall also determne that the facility has the ability to properly safeguard

the classified information to be disclosed. to, or devel oped by, the facility.
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(This determnation may be made at the sane tine as the FCL verification. ) )
Such determ nations shall be based on:

(1) the contracting_act ivit y‘s know edge of the ability of the
facility to adequately safeguard the material to be devel oped or released, based
upon a current contractual relationship involving classified material of the
same or higher category as that to be released or devel oped under the new
contract or progran or

>

(2) the witten verification by the Personnel Investigations
Center (PIC) - Central Verifications Activity (CVA), 3/ mailing address:

>

Def ense Investigative Service
PIC~CVA

P.0. Box 1211

Baltimore, MD 21203-1211

Tel ephone Number:  (301) 633-4820

* ok % % F

or the CSO if appropriate, of the safeguarding ability of the facility in * *
the event that the procuring contracting activity does not have the know

| edge required in paragraph (1) above. In this connection, the contracting
activity shall furnish to the PIC-CVA or €SO of the facility information
avai |l abl e (description, quantity, end item and classification of the
information related to the proposed contract or program and any ot her

facts) to assist the PIC-CVA or CSO in making such a determ nation.

b. The PIC-CVA, or the CSO if appropriate, shall furnish witten * =
verification to the contracting activity as to whether a facility has an
appropriate FCL and has the appropriate safeguarding capability for the
classified material involved. Unl ess otherwi se notified (superseded) in
writing by the PIC-CVA or CSO each verification furnished In accordance
wth this paragraph shall remain valid for a period of 1 calendar year from
the date of issuance. |In the event a FCL has not been issued, the requester
shal | be so advised. Further action shall not be taken unless a fornal

request to clear the facility is received by the CSO

C. The verification of safeguarding ability furnished by the
PIC-CVA or CSO shall be based upon inspections conducted in accordance wth *
this regulation, or in the event the facility is not on the current inspec-

tion schedule, upon a visit which has been made to the facility to obtain *
the required data. Witten verification shall be dispatched within 5
wor ki ng days from receipt of inquiry.
3/ Under the follow ng circumstances, the PIC-CVA will not be able to *
respond and requesters shall nmake inquiries to the appropriate CSO
(1) requests involving the transfer, of material that would require nore *

than two cubic feet of storage, (ii) requests involving conmmercial
carriers under the-provision of paragraph 17¢(5)(c), Industrial Security *

Manual, and (ii1) requests for certification of security clearance and *
safeguardlng ability to the Defense Technical Information Center.
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d. In the event the FCL nust be revalidated or raised to an
appropriate level, or the f acility nust provide adequate safeguards in order
to conmply with the requirenments of- the ISM the requester shall contact the *
CSO which will advise them of the nature of such actions, and of the esti- *
mated time required to conplete such actions. Mrreover, the requester shall
be asked to advise as to whether the CSO should initiate action to have the
FCL revalidated or raised to an appropriate |evel. Additional action shall
not be taken by the €S0 unless the requester advises that it is necessary *
to bring the FCL to a valid status. In such cases, appropriate action shall

be initiated pronmptly by the CSO and the requester shall be informed when
action is conpl eted.

e. When noncontract-related classified material is released
under a Scientific and Technical Information Release Program or a
classified contract is awarded which requires classified reports tobe
di ssem nated to other individuals or firma in accordance with a standard
mailing or distribution list, the sponsoring, releasing, or contracting
activity, as appropriate, has the follow ng responsibilities in" order to make
certain the intended recipients are eligible to receive the classified
i nformation.

(1) Verify initially the need-to-know, FCL, and safeguarding
capability of the recipients of the reports, unless this requirement is |evied
on the prime contractor.

(2) Ensure that the recipients of classified material are pro-
vi ded appropriate classification guidance and instructions, to assure proper
i dentification, control, accountability, handling, protection, and ultimte
di sposition of classified information, to include specific retention
authority, which the individual or conpany may be required to use in its
operations and for discussions involving classified information.

(3) Notify appropriate PIC CVA orappropriate CSO(s), if
applicable, and the prime contractor of any change in the mailing list.

**

(4) Require in the contract or other appropriate witten
notification that the releasing activity or the prine contractor making the
distribution of the reports determnes the storage and saf eguardi ng capa-
bility of the recipient fromthe PIC-CVA, or appropriate CSO, i1if applicable, *
prior to nmaking the first release of any reports. Subsequent releases of
material may be nmade without reverification of storage and safeguarding
ability until such time as the distribution list is revised to delete the
recipient.

>*

f. The FCL verification notification shall be retained for one
year, after which it shall be destroyed. The recipient of the verification
notification shall be inmmediately notified should a change occur adversely
affecting the level of-the FCL orthe safeguarding ability of the facility.

*

g. The DI SCO shall not verify FCL's or safeguarding ability.
This information shall be obtained fromthe PIC-CVA-or the CSO of the *
facility, if applicable.

11 1-110
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1-111 Disclosure of O assified Information to a Subcontractor by a Prime :

Contractor.

a. Prior to the disclosure of any classified information to a
subcontractor, the prime contractor shall determne that the subcontractor has
a valid FCL equal to or higher than the category of classified information to
be disclosed, unless there is an existing contractual relationship between the
parties involving classified information of the sane or higher category as
that to be released or devel oped under the new subcontract. A prime con-
tractor, having verified a prospective subcontractor’s FCL, shall obtain the
witten approval of the contracting office of the prime contract concerned,
prior to disclosure of TOP SECRET information 4/ to the prospective sub-
contractor.

b. |f the prospective subcontractor will be required to have physi -
cal possession of TOP SECRET, SECRET, or CONFIDENTIAL material during the
preccntract or performance stages of the classified subcontract, the prine
contractor shall, in addition to verifying the subcontractor’s FCL, al so
determ ne that the subcontractor has the ability to safeguard properly the
classified infornmation to be released er devel oped under the subcontract.
Such determ nation shall be based on:

(1) the prime contractor’s know edge of the ability of the
prospective subcontractor to safeguard adequately the material to be rel eased
and produced, based upon a current contractual relationship involving
classified nmaterial of the sane or higher category as thattobe rel eased or
devel oped under the new subcontract, or

(2) the witten verification fromthe PIC-CVA, or the CSO *

if appropriate, of the safeguarding ability of the prospective subcontractor,

in the event the prinme contractor does not have the know edge required in
paragraph (1) above. In this connection, the prime contractor shall furnish
the PIC~CVA or if appropriate, the €S0 of the prospective subcontractor
information available to himor her (such as description, quantity, end item
and classification of the information related to the proposed subcontract.,
and any other facts) in order to assist the PIC-CVA or CSO in naking such a *
determ nation. |,

*

4/ A contractor is not authorized to release classified intelligence infer- *
mation t0 a subcontractor, vendor, or supplier wthout proper witten
aut horization of the contracting UA. Al classified intelligence
i nformati on, whether obtained during a visit or through other sources,
shall be safeguarded and controlled in accordance with the provisions of
the ISM wth any additional instructions which nmay be received fromthe
rel easing UA activity and any specific restrictive markings or limtations
appearing on docunments. Al inquiries concerning source, acquisition, use,
control, or restrictions pertaining to intelligence information shall be
directed to the contracting UA activity concerned. This activity shall
either handle the inquiry or arrange with other authorized releasing
activities within the UA to handle the inquiry and provide guidance as
requested.

1-111 12
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(3) The PIC~CVA, or the CSO if appropriate, shall advise - *
the requesting prime contractor of the current FCL status and safeguarding
ability of the prospective-subcontractor as prescribed in paragraphs 1-110C,
d, e, and f.

1-111.1 Di sclosure of Critical Nucl ear Weapon Design I nformati on (CNWDI).

a. Prime Contractors. Wen a contracting officer has a requirenent
to rel ease CNWDI Information to a contractor, the CSO will be so advised and
requested to brief the FSO and his or her alternate. |n addition tothe other
requirenments established for the release of classified information to contractors,
CNWDI shall not be released unless the FSO and his or her alternate have .been
briefed by the CSO. The briefing shall include the definition of CNWDI,a
remnder as to the extreme sensitivity of the information, and an expl anation
of the individual’s continuing responsibility for properly safeguarding CNWDI
and for ensuring that dissemnation is strictly limted to other personnel who
have been authorized for access and have a specific need-to-know for the partic-
ular information. The CSO shall maintain a record stating that the FSO and
his or her alternate have been briefed and that the facility is authorized for
access to CNwpI. Verification of the facility's eligibility for access to
CNWPI may be obtained fromthe PIC-CVA, or the CSO if appropriate, or the *
determ nation of the facility's eligibility may be based on the contracting
activity's know edge based upon a current classified contract with the
contractor involving access to CNWDI.

b . Subcontractors. Contracting officers shall authorize prime con-
tractors to release CNWDI to subcontractors, only after it has been determ ned
that the subcontractor FSO and his or her alternate have been briefed as required
in paragraph a above. The CSO shall also maintain a record that the facility
IS authorized access” to CNWDI in the same manner as provided in paragraph a
above. Simlarly, verification of the facility's eligibility for access to
CNWDI may be verified through the PIC-CVA, or the CSO if appropriate, or *
based upon a current classified contract with the subcontractor involving
access to CNWDI.

c. Consultants. Type A Consultants may be briefed and afforded
access to CNWDI, but such access may be permtted only at the facility of the
contractor who engaged the Type A Consultant or at the government contracting
activity. Type B and C Consultants shall not be briefed or afforded access to
CNWDI without the prior approval of the contracting cfficer.

1-112 Applicability to Subcontractors and Thzir Enpl oyees. The procedures
established 1n this regulation pertaining to contractors and their enployees
are equally applicable to subcontractors, vendors, or suppliers and their

enpl oyees and, in turn, to each succeeding tier of subcontractors. Each
subcontractor will be regarded by the DoD to be in the same category as a
prime contractor with respect to his or her individual subcontractors.

1-113 Public Disclosure. In-accordance wth paragraph 50, |SM
contractors are precluded from releasing, for public dissem nation,

I nformation pertaining to classified contracts or prograns, except after
approval by the Directorate for Security Review, Ofice of the Assistant

* % ¥ X
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Secretary of Defense (Public Aff airs) (0ASD (PA)) .5/ In the review for ' '3

approval for public release, a determnation nust be made to ensure: (1)
that classified inf ormat ion is not contained in the proposed release, (ii)
that unclassified information which mght not be in the national interest,
such as mlitarily critical technology, is not revealed in the proposed
release, and (iii) that the [imtations and policies governing unclassified
technical data under the International Traffic in Anus Regulation (ITAR) or
the Export Adm nistration Regul ations (EAR) 6/ are adhered to .7/ DoD
Directive 5230.9 (reference (d)), establishes policies and procedures, and
assigns responsibilities governing the review and clearance of infornation
proposed for public release by DoD.

Fox % % % % % N Yo+ X

*

a. DoD 5230.9 directs, inter alia, that information for public
rel ease shall be submtted to 0ASD(PA) for review and clearance prior to
di sclosure if the information:

(1) originates or is proposed for publication or release at *
the Seat of Governnent; or *

(2) neets any of the followng criteria:
(a) is or has the potential to become an item of
national or international interest or has foreign policy or foreign
relations inplications;

(b) concerns high level mlitary or DoD policy or
U.S. Governnent policy;

(c) concerns subjects of potential controversy anong *
DoD Conponents or with other federal agencies;

(d) concerns the foll owi ng subject areas:

5/ If the information pertains to a classified contract or program awarded
by a non-DoD agency, requests for approval for release shall be submtted *
to that non-DoD agency. ",

6/ Part 379 of the Export Administration Regulations and Section 125 of the *
International Traffic in Arns Regul ation, are applicable. *

>

7/ Release of unclassified technical data is governed by the Export
Adm nistration Act of 1979, admnistered by the Departnent of Commerce,
and the Arms Export Control Act of 1976, adm nistered by the Depart nent
of State through the International Traffic in Arnms Regulation. After
information is reviewed for security and determ ned to be unclassified,
a further determnation nust be made for conpliance with the export |aws
and regul ations before it is finally approved for public release. This
review i s necessary because approval for public release nmay negate the
requi rement toobtain an export license for that information.

% % % O % * % %
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1. new weapons or weapons systens of significant

modi fications or inprovements to existing weapons or systems, equi pnent, *
or techniques; *

_ _ 2. mlitary operations, operations security, *
potential operations, and significant exercises; *

3. national command authorities and command posts; *

4. n1I|tar¥ applications in space, nuclear
weapons, including nuclear weapons effects research, chenmical warfare,

*
*
defensive biological and toxin research, and high energy |asers and *
particle beam technol ogy; *

5. mterial involving critical mlitary
t echnol ogy (see paragraph 1.221.2); *

_ communi cations security, signals intelligence, *
and conputer security; and *

7. others as the 0ASD(PA) may designate. x

b. Heads of DoD Conponents have cl earance authority for,
information not specified in paragraph-a above, and may delegate this
authority to the | owest echelon conpetent to evaluate the content and
inplications of the information. Reviewing officials in the User Agencies.
must understand their responsibility for identifying the information speci-
fied in paragraph a above, which nust be reviewed by higher authority to
determine its releasability. User Agencies should refer all doubtful cases
t o higher authority or to OASD(PA) for resol ution.

¥ % F ¥ X ¥ ¥ F

C. It is the policy of the DoD that the university commnity,
engaged in classified research work, be permtted to publish with m ninmm
delay, the unclassified results of such research. To ensure the expedi-
tious processing of such information, no delay of nore than 30 days shall
el apse fromdate of recei pt wthout dispatch of an explanatory communica-
tion to the submtting college or university by the review ng command or
other authority. Denial of clearance of an entire paper or other material
shoul d be avoi ded when it is possible to approve clearance, with amendnents,
to elimnate identified security informtion.

* X X % ¥ * x X X

1-114 Wi vers, Special. Access Prograns, and Carve-Quts. *

a. The pusp(P), his or her designee, or higher authority,
shal | provide overall policy guidance to this program and shall approve
wai vers to, or deviations from the DoD security policy pronulgated in
this regulation and in the ISM The Director, DS (or when absent, the
Acting Director) nmay approve waivers to,ordeviations from the
provisions of this regulation or the I SMwhich do not require action by
the DUSD or designee. Al requests for waivers or deviations, including
supporting justification, shall'be submtted to the Director, DIS, ATTN:
Deputy Director (Industrial Security) through the appropriate CSO.
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b. Executive branch agency heads who are designated by the
President of theU S. as original TOP SECRET classification authorities
pursuant to E.0. 12356 (reference (w)) may establish special access prograns
w th special access, distribution, or protection requirenents beyond those
normal |y provided for access to TOP SECRET, SECRET, oxr CONFI DENTI AL
i nformation. Such officials or their designees shall make these programs
applicable by incorporation in the contract orother appropriate notification
and by providing copies of these to the CSQO

c. The Secretaries of the Mlitary Departnments and the Heads of DoD
Agenci es shall nmake the approved special access program requirenments appli-

cable by incorporating themin the contract and furnishing a copy of the
requirements to the CSO

d. To the extent required by the Director, DIS to execute his or
her security responsibilities wth respect to contracts, the UA shall provide

for the granting of authorization for access to special access programs by DI S
i ndustrial security personnel.

e. Additional investigative requirenents shall not be required by
UA's for any project or program other than those established herein, wthout
the prior approval of the DUSD(P), his or her designee, or higher authority.

f.  The use of “carve-out” contracts, which relieve the DIS from
I nspection responsibility under the Defense Industrial Security Program
|'s prohibited unless such contracts are im support of approved Speci al
Access Programs.8/ |n these instances, the User Agency shall provide a
copy of DD Form 254, “Contract Security Cassification Specification,” to
the appropriate cognizant security office and indicate in Item 15 what
agency will have the inspection responsibility for the carve-out con-
tract. Specific elements and areas which are “carved-out” shall also be
speci fi ed.

* %k ok ok F ¥ o N

1-115 Security Administration of U .S Cassified Contracts Awarded

to U.S. Contractors for Performance Abroad. The security admnistration of a
U 'S. classified contract awarded to a U S. contractor which will require
performance outside of the U S., Puerto Rico, or a US. possession, territory,
or trust territory wll be acconplished as foll ows.

a. The Director of Industrial Security for the DIS Region in
whi ch the HOF or principal U.S. based office of the contractor is |located *
shal | assune security cogni zance of the contractor. The functions tobe
perfornmed by the CSO w || enconpass all the usual aspects of security
cogni zance established by this regulation as they pertain to the contractor’s
U S. based facility. This wll include the processing of the contractor for
a, FCL; that is, the execution of the DD Form 441; the DD Form 441s; the
resolution of all questions involving foreign ownership, control, or influence
(FOCl), in accordance With this regulation;-and the processing of all OODEPs

8/ DoD Conponents nust comply Wth Chapter XlII, “Special Access Prograns” * ;
of DoD 5200.1-R, "Information Security Regul ati on.” Non-DoD User x
Agencies nust conply with their Agency procedures and regul ations.
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B for PCL's pursuant to this regulation. 1In this connection, the contractor’s
SPP which relates to the contractor's overseas operation will be routed
through the UAto the CSO for review. (Al aspects of security admnistra-
tion which nust be perforned outside of the U.S., Puerto Rico, ora US.
possession, territory, or trust territory, nost notably the inspection
function, wll be the responsibility of the UA as discussed in paragraph c
bel ow, unless the UA requests this responsibility be assunmed by DIS. The DI S
wi |l assune this responsibility upon receipt of such arequest identifying
specific U S installations. Requests for such support should be submtted to
the Director, DI'S, ATIN: Deputy Director (Industrial Security)).

b. The Director, DI SCO shall be responsible for the industrial PCL
function prescribed by this regulation regardless of where the contractor’s

enpl oyees are physically located. In this regard, all LOC's will be issued to
the contractor’s U S. based cleared facility.

c. The UA awarding the contract shall be responsible for adapting,
as may be necessary, the provisions” of this regulation and the ISM to its
classified contracts perfornmed by the contractor on a UA installation outside
the U S., Puerto Rico, or aU S possession, territory, or trust territory.

In the event a contractor is working on classified contracts of two or nore
UA'S at one location, or is performng on a classified contract awarded by one
UA for performance on another UA installation, the UA's concerned and, if
appropriate, DI'S shall develop nutually acceptable arrangenents for the
“fulfillment of the responsibilities set forth in this paragraph. These
responsibilities include all inspections of overseas sites where the contract
is being perforned. The basic security requirenents inposed on the contractor
are set forthinthe ISM In this connection, however, the UA is responsible
for including in the contract, or other appropriate notification, any physical
security requirenents which are in addition to the I1SM and which are nec-
essary by virtue of the foreign |ocation at which the classified contract is
being perforned. This would include specific requirenents regarding the
storage of classified information on governnent installations and the trans-
m ssion of classified information through U S. Governnent controlled channels.
In such cases, the contracting UA shall furnish the additional security
requirements to the CSO of the contractor’'s U S. based facility, and the DIS
activity responsible for inspections. 1In addition, the contracting UA shall
include in the contract, or other appropriate notification, any special access
program requi renents established by the Secretary or Head of such UA

(see paragraph 1-114), and furnish notice of the additional access require

ments to. the €S0 of the contractor’s U S. based facility and the DIS activity
havi ng i nspection responsibility.

d. A contractor activity located outside of the U.S., Puerto Rico,

or a U S. possession, territory, or trust territory shall not be granted a
FCL in accordance with this regulation.

1-116 Privileged |nfornation.

a. Reports submtted or information provided pursuant to the
requi rements of subparagraphs 5aa; 6a(l), (2), and (3); and 6b(l), of the
) |SM either classified if they so qualify, -or offered in confidence and so

N
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marked by the contractors will be treated as privileged. Wen such re-

ports are submtted in confidence, applicable exenptions of DoD 5400. 7-R
(reference (1) ) till be invoked as a matter of policy to withhold themfrom
public di sclosure. Such reports, other than those already classified, wll

be marked “FOR OFFICIAL USE ONLY, ” following their receipt” and determ nation
that they fall within one of the exenptions.

“b.  \WWhen reports submt ted pursuant to the requirements of the |SM
cited in paragraph a above contain uncl assified infoimation pertaining to an
individual, it may not be withheld fromthat individual under the provisions
of DoD 5400. 11-R (reference (m ), except that the identity of a source who
furnished information to the government under an express prom se of con-

f ident 1alit y may be protected by necessary deletions fromthat inf ormat ion.

An inmplied promse of confident fality given prior to Septenber 27, 1975 is an
adequate basis for deleting that information which identified its confidential
sour ce.

c. Should action for defamation of character be brought against a
contractor or its enployees for reporting information concerning an individual
In accordance with the requirements of the ISM cited in paragraph a above,
and the defendants in the suit seek the assistance of DoD in defending against
the suits, their request should be referred to the Ofice of the Deputy
Assi stant Secretary of Defense (Security Policy) (ODASD(SP)), Office of the
Assi stance Secretary of Defense (Conptroller) (0ASD(C)), for appropriate
action.

Part 2. DEFINITION OF TERMS

1- 200 Definitions. The definitions set forth below are established for
t he purpose of “this regulation.

1- 201 Access, Accessibility. This refers tothe ability and opportunity
to obtain know edge of classified information. An individual, in fact, may
have access to classified information.by being in a place where such
information is kept, if the security measures which are in force do not
prevent himor her from gaining know edge of the classified information §/. *

1- 202 Account abl e COMSEC Material. COMSEC material received, sent, and
control |l ed under the COMSEC Material Control System is consi dered account -
abl e COMSEC material. Such material is normally identified by a short title

assigned under the Tel ecomunication Security (TSEC) nomencl ature system.

9/ The entry Into a controlled area, per se, will not constitute access to *
classified information if the security nmeasures which are in force prevent
the gaining of know edge of the classified information. Therefore, the
entry into a controlled area under conditions that prevent the gaining of
know edge of classified information will not necessitate a PCL.

1-202 18
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1-203 Alien. Any person not a citizen or national of the US. (see “Inmm-
grant Alien,” paragraph 1-237) is considered an alien.

1-204 Aut hori zed Persons. Those persons who have a need-to-know for the
classified information i1nvolved, and have been cleared for the receipt of such
information (see paragraph 1-239) are authorized persons. Responsibility for
determ ning whether a person’s duties require that he or she possess, orhave
access to, any classified information, and whether he or she is authorized to
receive it, rests on the individual who has possession, know edge, or control
of the information involved, and not on the prospective recipient.

1-205 Candidate Material. That material which is referred to collectively
as special nuclear materials and nuclear weapons is candidate material.

1-205.1 Carve-Qut. A classified contracti ssued in connection with an
approved Speci al Access Programin which the DIS has been relieved of
I nspection responsibility in whole orin part.

1-206 Central Ofice of Record (COR). The activity within a departnent
or agency charged with the responsibility for maintaining records of
accountability of all accountable COMSEC material received by or generated
within the department or agency is the COR

1- 207 Channels for the D ssem nati on of COMSEC Materi al.

a. COMSEC Di stribution and Accounting Channels. This refers to
the distribution channels or shipping routes through which the COMSEC na-
terial i s handl ed and shipped so that fromthe time of origin to eventual
di sposition the material is nmoved under a continuous receipt system from
COMSEC custodi an to COMSEC custodian. These channels are referred to as the
COMSEC nmaterial control system

b. Classified Informati on Channels. This refers to nornal
classified informati on channel s through which classified COMSEC correspond-
ence and matter other than accountabl e COMSEC material is transmtted.

1-208 Classified Contract. Any contract that requires or will require
access t0 classified information by the contractor or his or her enployees
in the performance of the contract is a classified contract. (A contract may
be a classified contract even though the contract document is not classified.)

1-208.1 Classification Guide. A document issued by an authorized original
classifier that prescribes the level of classification and appropriate
declassification instructions for specified information to be classified
derivatively is a classification guide.

1- 209 Classified Information. This refers to information or materi al
that is: (i) owned by, produced by or for, or under the control of the U S.
CGovernnent; (ii) determ ned under E.0. 12356 or prior orders to require
protection agai nst unauthorized disclosure; and (1ii) so desi gnat ed.
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1-209.1 dassifier. “An individual who makes a classification deternmination e
and applies a security classification to information or material is a classi-
fier. " Aclassifier may be a classification authority or nmay derivatively

assign a security classification based on a properly classified source or a
classification guide. Wthin this context, contractors may apply security
classification markings based on classified source material or a DD Form 254,

as required by this regulation.

1- 210 (Closed Area. A closed area is a controlled area established to
safeqguard classified nmaterial which, because of its size or nature, cannot be
adequately protected by the safeguards prescribed in paragraph 16, ISM or be
stored during nonworking hours in accordance with paragraph 14, ISM, (see
section |V, 1ISM).

1- 211 Cogni zant Security Ofice (CS0). This refers to the office of the
DIS Director of Industrial Security that has industrial security jurisdiction
over the geographic area in which a facility is |ocated.

1-212 Col | eges and Universities. This refers to all educational institu-
tions which award academ c degrees, as well as related research activities
directly associated with a college or university through organization or by
articles of incorporation.

1-213 Reserved.

1-214 Communications Intelligence. This is technical and intelligence -
information derived from toreign conmunications by other than the intended
recipients.

1-215 Conmmruni cati ons Security (COMSEC). COMSEC refers to protective
‘measures taken to deny unauthorized persons information derived front tele-
comuni cations related to national security and to ensure the authenticity
of such communication. Such protection results fromthe application of
security measures to electrical systens generating, handling, processing,
or using national security information and al so includes the application of
physical security neasures to COMSEC information ornmaterials.

1-216 Conmruni cations Security (COMSEC) | nfornation. COMSEC i nfornmation
is all information concerning COMSEC and all COMSEC material. (This in-
cludes classified information pertaining to COMSEC but not sent, received,

or safeguarded within the COMSEC material control system Exanples are
COVSEC installation standards, material, and classified design informtion
produced under contract which will becone CRYPTOSYSTEM COMGEC material s upon
acceptance by the U S. Governnent.)

1- 217 Conpronm se. Conpromse is the disclosure of classified infornmation
to persons not authorized access thereto.

1-217.1  Conprom Si ng Emanations. This refers to unintentional or intel-

| i gence-bearing signals which, IT intercepted or analyzed, disclose national
security information transmtted, received, handled, or otherw se processed
by any information processing system

1-217.1 20
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1-218 CONFIDENTIAL. “CONFIDENTIAL” |s the designation’ that shall be
applied to inf ormat ion ornaterial the unauthorized disclosure of which
reasonably coul d be expected t-o cause damage to the” nat ional security.

1-219 Continental Limts of the United States. This refers to U S. terri-
tory, including theadj scent territorial waters located within the North
Aneri can continent between Canada and Mexi co.

1-220 Contracting Oficer. A contracting officer is any person who, in
accordance wth departmental or agemey procedures, is currently designated a
contracting officer, with the authority to enter into and adm nister contracts
and nmake determinations and findings wth respect thereto, or any part of such
authority. The term also includes the authorized representative ofthe
contracting officer acting within the limts of his or her authority. F or
purposes of this regulation and the ISM, the termcontracting officer refers to
the contracting officer at the purchasing office who is identified as the PCO
end the contracting officer ata contract admnistration office who is identified
as the ACO. Normally, the responsibilities which the regulation assigns to the
contracting officer during the precontract, contract award, and postcontract
stages of a classified procurenent wll be perforned by the PCo, wth the ACO
performng those responsibilities which arise during the performance stages of

a classified contract. Postcontract responsibilities include those industrial
security actions which the purchasing office assunes when it authorizes a
contractor to retain classified material after the termnation or conpletion

of a classified contract.

1-221 Contractor. A contractor is any industrial, educational, comrercial,
or. other entity that has executed a “Departnment of Defense Security Agreenent”

( bbb Form 441) with a DoD Agency for the purpose of performng on a classified
contract or other classified procurement.

1-221.1 CNWDI. CNWDI is TOP SECRET RESTRI CTED DATA or SECRET RESTRI CTED DATA
revealing the theory of operation or design of the conponents of a thernonuclear
or inplosion-type fission bomb, warhead, demolition nmunition, or test device.
Specifically excluded is information concerning armng, fusing, and firing

systens; limted life conponents; and totally contained quantities of fission-
abl e, fusionable, and hi gh-explosive materials by type. Anong these excluded
‘* itemsare the conmponents which DoD personnel, including contractor personnel,

set, maintain, operate, or replace.

1-221.2 Citical Technology. Mlitarily-significant technology that is *
not possessed by potential adversaries and which, if acquired by them i
woul d permt a substantial advance in their mlitary capabilities, much *
to the detriment of the U.S. National Security. Critical technol ogy *
satisfies one or nore of the followng criteria: *

a. it contributes tothe superior characteristics (performnce,
reliability, maintainability orcost)jof current mlitary systems;

bh. it relates to specific mlitary deficiencies of a potential *

adversary and would contribute significantly tothe enhancement of their , *
mlitary mssion; *
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P EN

~c. It is an energing. technology with high potential for having a x0T
maj or | npact upon advanced weapons systens. *

(The Mlitary Critical Technol ogies List (MCTL) is a reference docunent to *
be used in making this judgment). "

1- 222 CRYPTO . CRYPTO is a marking ordesignator identifying all COMSEC
keying material used to protect or authenticate telecommunications carrying
national security-related information. (The CRYPTO marking also identifies
COMSEC equi pment with installed hardw red operational keying variables. )

1-223 CRYPTOSYSTEM. This refers to the associated itens of COMSEC
equi pment or material used as a unit to provide a single nmeans of encryption
‘or decryption.

1-223.1 Custodian. An individual who has possession of or is otherwise
charged with the responsibility for safeguarding or accounting for classified
information is the custodian.

1-224 Decl assification. This is the determnation that classified infor-
mation no longer requires, in the interests of national “security, any degree
of protection against unauthorized disclosure, coupled with a renoval or
cancel lation of the classification designation.

1- 225 Departnent of Defense. DoD refers to the Ofice of the Secretary of
Defense (including all boards, councils, staffs, and commands ), DoD agenci es,
and the Departments of the Arny, Navy, and Air Force (including all of their
activities)

1-225.1  Derivative Class if ication. This is a determnation that informtion
IS in substance the same as information currently classified and the applica-
t ion of the same class if icat ion marking.

1- 226 Docunent. A docunment is any recorded information, regardless of its
physical form or characteristics, exclusive of nmachinery, apparatus,

equi pment, or other Items of material. The termincludes, but is not [imted
to, the following: . all witten material, whet her handwitten, printed, or
typed; all photographs, negatives, exposed or printed f ilms, and still or

- motion pictures; all data processing cards or tapes; maps; charts; paintings;
draw ngs; engraving; sketches; working notes and papers; all reproduction of
the foregoing by whatever process reproduced; and sound/voice of el ectronic
recordings in any form

1- 227 Downgrade. To downgrade is to determne that classified infornmation
requires, in the interests of national security, a |lower degree of protection
agai nst unauthorized disclosure than currently provided, coupled with a changing

of the classification designation to reflect such a |ower degree of
protection.

1-227.1 Essential Elenents of Friendly |Information (EEFI) . Key questions,
or critical inf ormat ion/secrets about United States intentions, mlitary *
capabilities, plans or prograns needed by an adversary to relate With '
ot her available information and intelligence in order to assist that

*
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adversary in reaching a logical decisiomoD mlitary conponents refer
to the Essential Elements of Friendly Information as EEFI., These EEFI
may be discl osed through OPSEC indicators. *

1-228 Executive Personnel. This refers to those individuals in
managerial positions other than owners, off icers, or directors who

adm nister the operations of the facility. (This category includes such
desi gnations as general manager, plant manager, plant superintendent, or
simlar designations, the FSO and any individual who exercises control
over the FSQ ) *

1- 229 Facility. Afacility is a plant, laboratory, office, college,
university, or conmercial structure with associated warehouses, storage areas,
utilities, and conponents, which, when related by function and |ocation, form
an operating entity. (A business or educational organization may consist of
one or nore facilities as defined above). For purposes of industrial security,
the term does not include UA installations.

1- 230 Facility Security Clearance (FCL). This is an admnistrative deter-
mination that, froma security viewpoint, a facility is eligible for access to
classified information of a certain category (and all |ower categories).

1-231 Foreign Government Information. This 1is information that 1is: (i)
provided to the U S. by a foreign government Or governnments, an international
organi zation of governments, or any elenent thereof with the expectation,
expressed or inplied, that the information, the source of the information, or
both, are to be held in confidence; or (ii) produced by the U S. pursuant to,

or as a result of, a joint arrangenent with a foreign government or governnents,
or an international organization of governments, requiring that the information,
the arrangenent, or both, are to be held in confidence.

1-231.1 Foreign Interest. The termrefers to any foreign government or agency
of a foreign governnment; any form of business enterprise organized under the

| aws of any country other than the U S., or its possessions; or any form of

busi ness enterprise organi zed or incorporated under the laws of the U.S., or a
state orother jurisdiction of. the U S., which is owed or controlled by a
foreign government, firm corporation, or person. Included in this definition
Is any natural person who is not a citizen or national of the US. (An
immgrant alien as defined in paragraph 1-237 is excluded fromthe definition

of a foreign interest.)

1-232 Foreign Nationals. Al persons not citizens of, not nationals of,
nor inmgrant aliens to the U S. are foreign nationals.

1-233 FORMERLY RESTRI CTED DATA.  This is information renoved fromthe

RESTRI CTED DATA category upon joint determnation by DOE (or antecedent agencies)
and DoD that such information relates prinmarily to the mlitary utilization of
atom ¢ weapons and that such information can be adequately safeguarded as
classified defense information. For purposes of foreign dissem nation,

however, such Information is treated in the sanme manner as RESTRI CTED DATA.
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1-234 Gaphic Arts. This refers to facilities and individuals engaged in ]
performng consultation, service, or the production of any conponent or end
product which contributes or results in, the reproduction of classified

i nformation. Regardl ess of trade nanes or specialized processes, it includes
witing, illustrating, advertising service, copy preparation, all nethods of
printing, finishing services, duplicating, photocopying, and film processing
activities.

1- 235 Handling. Handling refers to the preparation, processing, trans-
m ssion, and custody of classified infornation.

1- 236 Home Office (HOF). The headquarters facility of a MFC (see paragraph
1-246) i S t he HOF.

1-237 Immigrant Alien. Any person lawfully admtted into the U S. under

an inmgration visa for permanent residence is an inmgrant alien (See
paragraph 2-308 for special prerequisites for clearance of immgrant aliens).

1-238 Industrial Security. That porti on of internal security which is
concerned wth the protection of classified information in the hands of U.S.
industry 4s industrial security.

1- 239 | nformation Security. This refers to the result of any system of
admi nistrative policies and procedures for identifying, controlling, and
protecting from unauthorized disclosure, information the protection of which
I's authorized by executive order or statute.

1-240 Intelligence. Intelligence is the product resulting from the
collection, evaluation, analysis, integration, and interpretation of all

avai | abl e  information which concerns one or moreaspects-of foreign nations or
of areas of foreign operations and which is immediately or potentially
significant to mlitary planning and operations.

1-241 Interim Security Clearance. This is a security clearance based on
| esser investigative requirements, which is granted on a tenporary basis,
pendi ng the conpl etion of the full i nvestigative requirenents.

1-242 Internal _Security. This refers to the prevention of action against
U. S. resources, industries, and institutions and the protection of [ife and
property in the event of a donestic emergency by the enploynent of all meas-
ures, in peace or war, other than mlitary defense.

1-243 Locked Entrance. A |ocked entrance is an entrance to a C osed or
Restricted Area which is kept closed and |ocked at all times except when
tenporarily unlocked and opened under supervieion for the purpose of passing
material or authorized personnel into or out of the area.

1-244 Long Title. The full title or nane assigned to a publication, an
| tem of equipment, or device is the leng title.

1- 245 Material. Material refers to a product or substance on, or in
which, information is enbodied.
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1- 246 Miltiple Facility Organization (MFO). A |legal entity (single
proprietorship, partnership, association, trust, or corporation) which is
conposed of two nore facilities (see paragraph 1-229) is a MO

1- 247 National of the United States. A national of the US. 1is:

a. a-citizen of the U S.; or

b. a person who, although not a citizen of the U S., owes
permanent allegiance to the U S 10/.

1- 248 NATO Cl assified Information. The term “NATO cl assified
information,” enbraces all classified information, mlitary, political, and
economc that is circulated within and by NATO whet her such information
originates in the organization itself or is received from menbers nations
or from other international organizations.

1- 249 Need-to-Know. This is a determ nation made by the possessor of
classified information that a prospective recipient, in the interest of
national security, has a requirement foOr accessto(seeparagraph 1-201),
know edge of, or possession of the classified information in order to perform
tasks or services essential to the fulfillment of a classified contract or
program approved by a UA

1- 250 Negotiator. Any enployee, in addition to the O0ODEPs, who requires
access to classified information during the negotiation of a contract or the
preparation of a bid or quotation pertaining to a prime or subcontract is a
negotiator. (This category may include, but is not limted to, accountants,
st enographers, clerks, engineers, draftsnen, and production personnel.)

1- 251 O ficers (Corporation, Association, or Qther Types of Business or
Educational Institution). This definition includes persons in positions
established as officers in the articles of incorporation or bylaws of the
organi zation, including all principal officers; that is, those persons
occupying positions normally identified as president, senior vice presi-
dent, secretary, treasurer, and those persons occupying simlar positions.
In unusual cases, the determnation of principal officer status may require
a careful analysis of an individual’'s assigned duties, responsibilities,
and authority as officially recorded by the organization.

1- 252 Oficial Information. Information which is owned by, produced for

or by, or is subject to the control of the US. Government is official
i nformation.

10/ See 8 U.S.C. (Section 1101(a)(22)), reference (n). 8 U.S.C.§ 1401,

“subsection (a) lists in paragraphs (1) through (7) categories of persons
born in and outside the U.S. or its possessions who may qualify as
nationals of the U S. \Were doubt exists as to whether or not a person
can qualify as a national of the US., this subsection should be consulted.
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information about f riendly capabilities and intentions by identifying,
controlling, and protecting indicators associated with plamnning and con-
ducting mlitary operations and other activities. Section X of this

regul ation contains a detailed discussion of OPSEC and UA responsibilities
pertaining thereto. See JCS Pub 18 for further terns and definitions *
rel ated to OPSEC.

>

1-252b. OPSEC Indicators. Actions or information (classified or

uncl assified) obtainable by an adversary, that would allow the adversary

to devel op or confirm assumptions, estimates and facts about United States
intentions, mlitary capabilities, plans, or prograns, thereby conpromsing *
essential secrecy. *

*

1-252.1 Parent. A parent firmis a corporation which can control another
corporation (subsidiary) by ownership of a majority of its stock. The control
may exist by direct stock ownership of an immediate subsidiary or by indirect
ownershi p through one ornore internediate |evels of subsidiaries.

1- 253 Possessi ons. Possessions include the Virgin Islands, Guam Anerican
Sanpa, and the @uano Islands wth Swains Island, Howland |sland, Baker Island,
Jarvis | sl and, M dway Islands, Kingman Reef, Johnston Island, Sand Island,
Navassa | sl and, Swan |slands, and Wake | sl and.

1-253.1 Princi pal Managenent Facility (PMF). The PMF is a cleared facility
of a MFO which reports directly to the HOF, and whose principal managenent

official has been delegated the responsibility to admnister the contractor’s
i ndustrial security program wthin a defined geographical or functional area.

1- 254 Reference Material. This refers to documentary material over which
the UA does not have classification jurisdiction and did not have classifica
tion jurisdiction at the time such material was originated. Mich materi al
made available to the contractors by the DIIC and other secondary distribution
agencies is reference material as thus defined.

1- 255 Regrade. To regrade is to assign a higher or [ower security
classification to an itemof classified material.

1- 256 Representatives of a Foreign Interest (RFI). This refers to
citizens or nationals of the U S. or immgrant aliens who, in their indi-
vidual capacity, or on behalf of a corporation (whether as a corporate officer
or official or as a corporate enployee who is personally involved wth the
foreign entity), are acting as representatives, officials, agents, or

enpl oyees of a foreign government, firm corporations or person. However,

a US. citizen or national who has been appointed by his orher U S. enployer
to be a representative in the managenent of a foreign subsidiary (for exanple,
a foreign firmin which the US. firmhas owership of at |east 51% of the
voting stock) will not be considered a RFI, solely because of this enploynent,

provided the appointing enployer is his or her principal enployer and is a
firm that possesses or is in process for a FCL.
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1-257 Restricted Area. This is a controlled area established to safeguard
classified material which,’ because of its size or nature, cannot be adequately
protected during working hours by the safeguards prescribed in paragraph 16, °
| SM but which is capable of being stored during non-working hours in accor-
dance with paragraph 14, ISM (see section |V, ISM).

1- 258 RESTRI CTED DATA. Al data (information) concerning: (i) design,
manufacture, or utilization of atomc weapons; (ii) the production of special
nuclear material; or (iii) the use of special nuclear material in the production
of energy, but not to include data declassified or renoved fromthe RESTRI CTED
DATA category pursuant to Section 142 of the Atom c Energy Act (see § lly,
Atom c Energy Act of 1954, reference (0), and paragraph 1-233, ISR, on

FORMVERLY RESTRI CTED DATA) .

1-259 SECRET, “SECRET” is the designation thatshall be applied only to
information or material, which the unauthorized disclosure of could reasonably
be expected to cause serious damage to the national security. Exanples of
“serious damage” include disruption of foreign relations significantly affect-
ing the national security; significant inpairment of a program or policy
directly related to the national security; revelation of significant mlitary
plans or intelligence operations; conpromse of significant mlitary plans or
intelligence operations; and conprom se of significant scientific or

t echnol ogi cal devel opnents relating to national security.

1-260 Security. Security refers to the safeguarding of information
classified TOP SECRET, SECRET, or. CONFIDENTIAL against unlawful or
unaut hori zed di ssem nation, duplication, or observation.

1- 261 Security Cognizance. This is the responsibility for acting for UA's
in the discharge of I1ndustrial security responsibilities described in this
regul ation.

1-261.1  SENSI TI VE COVPARTMENTED | NFORVATI ON. This termincludes all infor-
mation and materials bearing special community controls indicating restricted
handling within present and future community intelligence collection prograns
and their end products for which community systenms of compartmentation have
been or will be formally established. The term does not include RESTRI CTED
DATA as defined in Section 22, Public Law 83-703, Atom c Energy Act of 1934,
reference (0).
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1-262 * ° Short Title. This is an identifying combination of letters and
nunbers assigned toe publication or equipment for purposes of brevity.

1- 263 Speci al Access Program This refers to any program inposi ng need-

t o-know’ or access controls beyond those normally provided for access to

CONFI DENTI AL, SECRET, or TOP SECRET information. Such a program includes, but

is not limted to, special clearance, adjudication, or investigative requirenents;
material dissemnation restrictions; or special lists of persons determned to
have a “need-to-know.”

1-264 Subsidiary. A subsidiary is a corporation which is controlled by
anot her corporation (parent) by reason of the latter corporation’ s ownership
of at least a nmpjority (over 50% of the capital stock. A subsidiary is a

| egal entity and shall be processed separately for a FCL.

1- 265 Tel ecommuni cations. The transm ssion, conmmunication, or process-
ing of information, including the preparation of such information thereof,
by electrical, electromagnetic, electromechanical, or electro-optical neans.

1-265.1  TEMPEST . TEMPEST is an unclassified short nanme referring to in-
vestigations and studies of conpromsing emanations (see paragraph 1-217.1).

1- 266 Ti e Resource Sharing. For the purpose of this regulation, the term
applies to the concurrent use of an ADP system by one or nmore users. The term
includes the functional characteristics of an ADP system which allow sinul -
taneous or apparently sinultaneous access to all or part of the ADP system by
nmore than one user or the acceptance and processing of more than one conputer
program of instructions. The term enconpasses the characteristics of time-

sharing, nultiprocessing, nultiprogramming, or conbinations of these funct-
ional capabilities in any form

1- 267 TOP SECRET. “TOP SECRET” is the designation that shall be applied
only to information or material, the unauthorized disclosure of which reasonably
coul d be expected to cause exceptionally grave damage to the national security.
Exanpl es of “exceptionally grave danage” include armed hostilities against the
US or its allies, disruption of foreign relations vitally affecting the
national security, the conpromse of vital material defense plans or conplex
eryptologic and communi cations intelligence systens, the revelation of sen-
sitive intelligence operations, and the disclosure of scientific and tech-

nol ogi cal devel opnents vital to national security.

1- 268 Transm ssion Security. Transm ssion security is that conponent of

security which result from all neasures designed to protect communication
transmssions frominterception and traffic analysis.

1- 269 Trust Territory. This definition applies only to the trust territory
of the Pacific Islands which the U S. admnisters under the terns of a trustee-
ship agreement concluded between this governnment and the Security Council of

t he- United Nations pursuant to authority granted by Joint Resolution of Con-
gress, July 18, 1947 (61 Statute. 397, Title 48 U S.C, § 1681) (reference
(p)). According to this agreenent, the U S. has "full power of admnistra-
tion, legislation, and jurisdiction” over the territory; this governnent,
however, does not claim “sovereignty .“ Three major archipel agoes make up the
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trust territory:
Marianas (excl uding

1-270 Unauthori:

Ca-olines (i ncluding the Palau |slands), Marshalls, and

iam) .

Person. Any person not authorized to have access to

specific classified
and this regulation

1-271 Uni ted Sta
1-272 Upgr ade.

mation requires, In
protection against
with a changing of t
degr ee.

1-273

User Agent

.formation i n accordance wth the provisions of the | SM

~s an unaut hori zed person.

:8, This is the 50 states and District of Col unbi a.

upgrade is to determne that certain classified infor-
e intereats of national security, a higher degree of
uthorized disclosure than currently provided, coupled_
classification designation to reflect such a higher

:8 (UA's). This termrefera to the OSD (including al

boards, councils,

Arny, Navy, and Air
Aeronautics and Spat
Smal | Busi ness Admir

Protection Agency; a

Transportation, Inte

Control and Disarmam
Federal Reserve Syst
Agency.
1- 300 Policy.

a. Admini
to the Director, DIS
Regional Directors ¢

st: {fs, and commands),

DoD agenci es, and Departments Of
of their activities); National
Adm nistration; General Services Adm nistration;
tration; National Science Foundation; Environnental
i the Departnents of State, Commerce, Treasury,

or, Agriculture, Labor, and Justice; US. Arns

it Agency, Federal Energency Managenent Agency, the
13 General Accounting Ofice; and the U S Infornation t

ree (I ncluding all

*

Part 3. SECURITY COGN ZANCE

:ration of the DoD Industrial Security Programis assigned
Security cogni zance authority is delegated to the
Industrial Security for all contractor facilities

physically located w .hin the geographi c boundaries of their respective

jurisdictions (see a
shal | perform all co
and the ISM on behal
1-115 apply, In whit
perform certain secu

h. Al re
security matters shs
those matters specif
sibilities of the UA

c. The as
of Industrial Securi
protecting and safeg
contracts wth-the f
-security aspects of
UA to a facility toO
, Wth the CSO prior t
| SM or special secur

1-300

endix B). The Regional Director of Industrial Security
dzant security functions prescribed in this regulation
of all UA's unless the provisions ef paragraphs 1-108 or
case the Commander or Head of the UA installation shall
ty actions.

zionships between the UA and the contractor on industrial
be handl ed through or in coordination with the CSO except
ally set forth in this regulation and the 1SM as respon-
ontracting activity.

wption of Industrial security cognizance by the D rector
will not relieve any UA of the responsibility for

zding itS classified material incident to its classified
ility, or fromvisiting the facility to review the

sh contracts. However, visits by a representative of a

view security aspects of a contract shall be coordinated
such Visits. Any deviation fromthe requirenents of the

v requirements under the contract, which may be noted

26




DoD 5220. 22-R

during the visit shall be referred pronptly to the €80, with suggested. cor=-
rective action or additional security requirements to be” levied on the
contractor. The CSO shall take appropriate action regarding these matters,

and, If requested, shall notify the UA of the corrective action taken by the
contractor.

d. International operations are the responsibility of the Deputy
Director (Industrial Security), BQ DIS,

e. PCL actions are the responsibility of the Drector, D SCO

f. Wth respect to commercial carriers, the authority for security
cogni zance has Dbeen del egated to” each CSO for those elenments of carriers
physi cal | y located within t he geographi ¢ boundaries of each region. Al rela-
tionshi ps between the government and commercial carriers on safeguarding
SECRET controlled shipnments shall be handled through or In coordination with
the CSO. Conmercial carriers which have been assigned to one of the CS0's for
security cogni zance shall be notified in witing of this action.

g. Wth the exception of candidate material (CM (CONFIDENTIAL or
SECRET category), when an escort 1is used, the conpany furnishing the transpor-
tati on service (ship, rail, air, or truck) is not required to have a FCL. An
escort shall always be used when ship or rail transportation is involved. Con-
sequently, ship and railroad conmpanies will not be issued a FCL. \Wen a shi pnent
by truck is contenplated for classified CM (CONFI DENTI AL or SECRET), the contrac-
ting officer wll issue specific shipping instructions, requiring a driver holding
a final SECRET clearance in addition to the mlitary escort normally provided
for such shipments.

h. The CSO of the HOF of a carrier is responsible for maintaining a
central master file containing copies of pertinent reports and correspondence
concerning all violations, nmajor deficiencies, unsatisfactory conditions, and
maj or problemareas in the carrier’'s system regardless of the geographical area
of the termnal involved. It 1s the responsibility of the CSO of the termnals

to assure that copies of such pertinent reports and correspondence are furnished
t he CSO of the HOF,

1-301 Functions of a Cognizant Security Ofice. Procedures set forth in
this regulation prescribe the functions and responsibilities of the CSQO

1- 302 Notification of Security Assignment. The nmanagenment of each facility
whi ch has been assigned to a CSO for security cognizance shall be notified in .
witing of this assignnent when a FCL action is to be initiated for the facility.

1- 303 Procedural Changes. All questions of interpretation with respect to
procedures or mnethods prescribed in the ISMor this regulation shall be an-
swered by the CSO, except that interpretations of security classification

gui dance, procedures, or methods shall be provided by the contracting officer
of the UA or his or her designated representative. For facilities or con-
tractor activities located on a UA Installation (see paragraphs 1-108 and
1-115), requests from the contractor for interpretations of the requirenments
of the IsM shall be forwarded to the CSO through the Conmander or Head of the
installation. In all instances where this regulation or the ISM requires that
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managenent of a facility be advised regarding changed industrial security
procedures or methods, the CSO shall so advi Sse nanagenent.

1- 304 Def ensi ve Security Briefing.

a. When a report is received froma contractor, the CSO or UA in
accordance with paragraph 6b(9), ISM that a cleared enployee or Type A
Consul tant has traveled to orthrough a Designated 11/ country, or attended *
an international scientific, technical, engineering, or other professional
meeting when a representative of a Designated country participated or was in
attendance (hereinafter called foreign travel), the DI SCO shall review the
records available in the PSCF, in light of the enployee’s travel. |f the PSCF
records indicate abackground investigation (BI) or expanded national agency
check (ENAC) or any investigative coverage other than a satisfactory national
agency check (NAC), the investigative file shall be obtained and reviewed. I|f
the PSCF records indicate that the only investigation conducted ian the case is
a satisfactory NAC, it will not be necessary to obtain the investigative file.
However, where possible, the “Departnment of Defense Personnel Security Ques-
tionnaire (Industrial-NAC)" (DD Form 48)or “Department of Defense Personnel
Security Questionnaire (Industrial)” (DD Form 49)submtted by the individual
in connection with the application for clearance shall be reviewed.

(1) The DI SCO shall request additional investigation in those
cases in which the enployee’s report of intended foreign travel discloses
di screpanci es between this report and information previously furnished or
devel oped by the governnment. For exanple, where the “Departnent of Defense
Personnel Security Questionnaire (Industrial-NAC)" or “Departnent of Defense
Personnel Security Questionnaire (Industrial)” submtted In connection wth
the clearance application indicates the individual has no relatives residing
in Designated countries, and yet the purpose of the intended foreign travel
Is to visit a relative in a Comunist country, it is necessary to determne
t hrough investigation whether the original clearance application was fraudu-
lent and if the case currently presents a hostage problem as discussed In
paragraph 2-305. Moreover, in those cases where the Investigation conducted
in connection with the clearance application raised serious questions concern-
ing such things as the individual’s suitability, trustworthiness, or national
al | egiance, it nay be necessary to update the investigation and reevaluate the
case in light of this new element of foreign travel which brings the individual
in direct contact with or to the attention of officials or representatives of
a Designated country.

11/ Designated countries (those countries whose policies are inimcal to *
U S. interests) are: Iran, Afghanistan, Angola, Ethiopia, I|rag,
Ni caragua, South Yemen, Syria, Libya, Al bania, Bulgaria, Kanpuchea
(formerly Canbodia), People’ s Republic of China (including Tibet),
Cuba, Czechosl ovakia, North Korea, German Denocratic Republic (GDR)
(East Germany, including the Soviet Sector of Berlin), Hungary, Laos,
Mongol i an Peopl e’s Republic (Quter Mngolia), Poland, Rumania, Union of
Soviet Socialist Republics (USSR) (including Estonia, Latvia, Lithuania,

and all the other constituent republics, EKurile |Islands and South
Sakhalin (Rarafuto)), Vietnam and Yugosl avi a.

1- 304 28



N, e .
AL

DoD 5220. 22-R

(2) The report of the enployee’s foreign travel furnished by
the contractor pursuant to paragraph 6b(9), ISM, shall be recorded in the
PSCF. \Wile nost cases do not fall wthin the purview of paragraph a above,
and do not require additional investigation, it may be necessary because of
the nunber or frequency of such visits to initiate additional investigation to
determne if there is any security significance to the foreign travel in light
of the individual’'s current PCL status.

(3)\Where results of the additional investigation initiated
pursuant to paragraphs 1 or 2 above indicate that the Individual’s continued
access to classified information is not clearly consistent with the national
interest, action shall'be initiated in accordance with paragraph 2-320.

b. Wen a report is received fromthe contractor in accordance
wi th paragraph 6a(19), |SM that a Designated country representative(s) or *
national (s) wll visit the facility, the CSO shall imediately follow up with
the contractor by telephone or visit as appropriate to ensure that adequate
saf equards have been established for controlling such wisitors, especially
when the visit is to be over an extended period of time. The contractor shall
al so be remnded to strictly apply the guidance in appendix VII, 15X and to
obtain the contractor’s assistance in identifying any security problens
involved, in such visits. Further, during the course of the next recurring
i nspection the contractor’s procedures far conducting the briefings required
by appendi x VII, ISM, shall Dbe reviewed and verification made that the
briefings required by paragraph 5u, ISM, were acconplished.

1- 305 Responsi bility for the Security of SENSITIVE COVPARTNMENTED | NFORVATI ON

Contracts.

a. wi¥ree a procurenment activity awards a SENSI TI VE COVPARTMENTED
INFORMATION contract for the National Security Agency (NSA), exclusive
security responsibility remains with NSA and that agency shall prescribe the
security requirenments for the contract. The NSA will process access
aut hori zations for SENSITI VE COVMPARTMENTED | NFORMATION for contractor em
pl oyees used on such contracts. The CSO and contracting activity are relieved

of security responsibilities pertaining to such SENSI TI VE COMPARTMENTED
| NFORMATI ON contracts.

b. Where a SENSI TI VE COVPARTMENTED | NFORMATI ON contract is awarded

by and for a UA other than NSA, the UA w Il designate an activity which shall

have exclusive security responsibility for, and shall prescribe the security
requirenments for the contract. The designated activity will process access

aut horizations for SENSI TI VE COMPARTMENTED | NFORMATI ON for contractor enpl oyees
used on such contracts. The CSO and the contracting officer, except as may be
specifically delegated by the designated activity, are relieved of security

responsibilities pertaining to such SENSI TI VE COVPARTMENTED | NFORMATI ON con-
tract.

C. Wien a SENSI TI VE COVPARTMENTED | NFORMATI ON contract is awarded,
item 15 of the “DoD Contract Security Cassification Specification” (DD Form
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254), shall specify the activity which has exclusive security responsibility
for this contract.

d. Access aut horizations for SENSI TI VE COVPARTMENTED | NFORVATI ON
will be processed in the follow ng manner.

(1) The contracting office shall instruct the contractor to
submt clearance applications to the appropriate activity of NSA or the UA
activity other than NSA

(2) The NSA, or where appropriate, the UA activity with security
responsibility will provide the contractor appropriate notification of the
access authorization for SENSITIVE COMPARTMENTED | NFORMATI ON.

1- 306 Qperational Responsibility for NSA COMSEC Account. \Were a procure-
ment activity awards a COMSEC contract for the NSA and a COMSEC account is
requi red, exclusive operational responsibility for the account remains with
NSA.  The NSA COR will establish the account in accordance with paragraph
1-504. The NSA COR or its designated representative shall ensure that the
custodians are instructed on all operational aspects regarding control,
accountability, and handling of accountable COVSEC material. Tt wll conduct
audi ts annually, or nore frequently when required, to emsure custodians are
foll ow ng prescribed “procedures in the operations of the COMSEC account. The
procurenent activity Is relieved of operational responsibility pertaining to
t he COMSEC account. The €SO will be guided by DoD 5220.22-S-1 (reference (q))
and by instructions furnished to the contractor by NSA COR prescribing the
type of COMSEC material, records, reports, and procedures to-be utilized by
the custodian in maintaining control and accountability of the COMSEC
material .

Part 4. SPONSCRSHI P OF MEETI NGS

1- 400 Application. The follow ng provisions apply toa conference,

* seminar, symposium, exhibit, or convention at which classified information is
di scl osed and which is conducted by a DoD Conponent, a cleared DoD contractor,
or by an association, institute, or society whose nenbership consists of DoD
contractors, contractor enployees, or DoD personnel. These provisions do not
apply to nmeetings related to a specific contract or project, including
preproposal Or preaward nmeetings, and postaward briefings conducted by the DoD
contracting activity. Also, meetings conducted by a cleared contractor(s) and
attended by cleared contractor personnel directly involved in the performnce
of a contract or project are excluded fromthe provisions of this part.
Provisions of paragraph 1-408 apply to neetings described in paragraph 5q(3)
and (4), ISM  Sponsorship of nmeetings by a UA other than DoD will be in
accordance with the procedures of that agency.

1-401 General Policy. Al neetings conducted within the scope of this

part nust be sponsored for security by a DoD Conponent. The Head of a DoD

Conponent, or designee, having a significant interest in the subject mtter,
may sponsor a neeting for security after determning that:
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a. the conduct of classified sessions of the meeting is in the
best interests of the national security,

b. the use of conventional channels for dissemnation of classified
scientific and technical information would not acconplish the purpose of the
meet i ng,

c. adequate security measures and access procedures have been
devel oped and will-be carried out, and

d. the location selected for the classified sessions of the
meeting facilitates the proper control and dissemnation of classified
information and adequate facilities are available for its storage and
protection.

1- 402 Requests for Sponsorship. \Wen requested by an association, in-
stitute, or socliety whose nmenbership is conprised primarily of contractors
cleared by DoD, contractor enployees, or DoD personnel, a DoD Conponent may
sponsor s neeting for security purpose, provided the DoD Conponent or a
designated cleared contractor undertakes overall security responsibility and
security admnistration.

1-403 Qui des for Sponsorship. Spomsorship for security purposes shall be
by a single governnent activity having a principal interest in the subject
matter. Acceptance of sponsorship for security purposes by the departnent or
agency does not relieve any other activity from responsibility for authorizing
or prohibiting the release or dissemnation of information under its jurisdic-
tion. \Wen appropriate, the departnent or agency sponsoring the nmeeting for
security purposes may request other DoD activities to provide such assistance,
facilities, or support as may be justified in the interest of econony, effi-
ciency, and security. Sponsorship for security purposes shall be granted only
for a meeting conducted by a cleared contractor. However, a neeting conducted
by an association, institute, or society whose nenbership consists of cleared
contractors may be sponsored for security purposes, provided a cleared con-
tractor is designated and accepts responsibility on behalf of the association,
institute, or society for ensuring the security neasures and procedures at the
meet i ng.

a. Sponsorship nornally shall be granted only for a meeting
conducted by a cleared contractor. However, a neeting conducted by an
associ ation, society, or group whose nmenbership consists primarily of cleared
contractors may be sponsored provided a cleared contractor is designated and
accepts responsibility on behalf of the association, society, or group for
providing the security neasures and procedures at the neeting.

b. Meetings shall be sponsored only when there is assurance that

adequate security measures have been planned and will be conscientiously
executed. Prior to accepting sponsorship, a determnation shall be made that
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the location selected for the neeting site ensures adequate safeguarding . ?5
and control of dissemnation of classified information 12/. * |
1-404 Location of Meetings. The activity sponsoring the nmeeting for

security is responsible for evaluating and approving the location proposed for
t he meeting.

a. A meeting at which TOP SECRET or SECRET information is to be
di scl osed shall be held only at a U S. Government or cleared contractor
facility; that is, a facility in a fixed |ocation where adequate neasures for
safeguarding classified information can be inposed. Under this criteria, the
proposed nmeeting site would have to be on a governnent installation or at a
cleared contractor facility. In either case the nmeeting nust be held in an
area of the governnent installation or contractor facility that can be secured.
An auditorium assenbly hall, or gymasiumwhich is used primarily for canpus
activities and public gatherings cannot be secured and shall not be approved
for a classified meeting at which TOP SECRET or SECRET information would be

di scl osed, even though it is located on the canpus of a university or college,
portions of which are a cleared facility.

b. A meeting at which information classified no higher than CO\
FIDENTIAL is to be disclosed nornally shall be held at a U S. Government in-
stallation or at a cleared contractor facility. However, the Head of the DoD
Conponent sponsoring the neeting for security may approve the use of another
| ocation for such a neeting, provided suitable facilities are not avail able at
a government installation or cleared contractor facility, and the sponsoring
activity determnes that adequate security can be nmaintained at the proposed
| ocation. The authority to approve a location other than a U S. Governnent
installation or cleared contractor facility may not be del egated, except that
a Secretary of a Mlitary Department may del egate his or her authority to an
Assi stant Secretary of that Departnent. A contractor’s request to use a
| ocation other-than a cleared contractor’s facility or a U S. Governnent
Installation shall be in conpliance wth paragraph 9¢(2), | SM

M~

1- 405 Security Procedures. The sponsoring activity is responsible for
review ng and approving the security neasures and procedures devel oped by the
contractor, for ensuring the security of the classified information, and for
supervising and assisting in the devel opnment and application of those

procedures. The security nmeasures shall include adequate arrangenments for the
fol | ow ng.

a. Strictly limiting attendance at a classified neeting to
aut hori zed persons -- this shall include neasures for determning that all

persons on the approved |ist of attendees have been granted a security
cl earance equal to or higher than the category of information to be discussed,
and have duties-requiring such access. For contractor personnel, the

certification of security clearance and need-to-know shall be acconplished as
provi ded in paragraph 1-409.

12/ Sponsorship of neetings by a UA other than the DoD will be in accordance *

with the procedures of that agency. 23,
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éﬁﬁ\ﬁ b. Revi ewi ng and approving all announcenents and invit at ions
related to the nmeeting and lists of attendees pertaining thereto —
announcenents and invitations shall be unclassif | ed and shall include the
specific name of the sponsoring activity and the date of approval.

(1) Notices and announcenents of neetings, whether classified,
uncl assified, or mxed, and not anounting to invitations to attend, may be
publ i shed publicly, provided classified information is not included in such
notices or announcenents.

(2) In the case of a classified neeting, invitations to attend,
whet her on an individual or class basis, shall not be sent to a person known
to be a national from or a representative of, a Communi st country.

C. Safeguarding and controlling the distribution of notes, mnutes,
summaries, recordings, proceedings, and reports on the classified portions of
the meeting -- such material normally shall be sent only to those approved for

attendance at the classified sessions. However, the sponsoring activity my
al so authorize distribution to others who are determned to be eligible for
and who require access to the classified information involved. In any event,
the material shall be sent only to a governnent activity or cleared contractor
facility and marked for the attention of the intended recipient, as provided

I n paragraph 17, 1ISM,

d. Security measures shall include notifying each person who
presents or discloses classified information at the neeting of the security
limtations on disclosures for such reasons as the |evel of clearance or
need-t o- know of nenbers of the audience, or other limtations required by the
National Disclosure Policy of the government or directives of UA's.

e. Ensuring the physical security of the neeting site and the area
used for classified sessions or displays -- this shall include provisions for
guards, entrance controls, personnel identification, storage facilities, and
adequat e security against unauthorized access to, or illicit acquisition of,
the classified information. Cassified sessions of mxed neetings, that is,

t hose having both classified and unclassified sessions, shall be held at

pl aces geographically separated fromthe place where unclassified sessions are
hel d.

f. Security neasures shall include ensuring that attendance at a
meeting or session at which classified information is to be disclosed is
limitedtoper sons whose names appear on the access |ist approved by the
sponsor, and who present proper identification.

g. Security nmeasures shall include ensuring that individuals
making oral presentations at meetings provide classification guidance
sufficient to enable attendees to identify what information is classified or

unclassified, and if classified, at what category or categories of classi-
fication.

h. Security neasures shall al so include review ng the mnutes,
summaries, recording, proceedings, and reports of the meeting to elimnate any

classified information or to limt distribution in accordance wth paragraph c
above.

\C Wi
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1-406 Controlling Disclosures. The sponsoring activity shall require a

contractor desiring to disclose classified information to furnish witten
approval fromthe contracting officer concerned prior to the meeting. The
sponsoring activity shall:’

a. maintain a central record of disclosure authorizations granted
for contractor’s presentations and displays,

b. require the contractor to furnish a copy of each classified
presentation as actually nade at the neeting, and

c* monitor the meeting to assure that-classified information is
disclosed only to the extent authorized.

1- 407 Attendance by Foreign Nationals and Representatives of a Foreiqgn
I nterest 137, *

a. As a general rule, a DoD Conponent wll not agree to sponsor a
meeting for security if foreign nationals or representatives of foreign govern-
ments are to be in attendance at sessions of such meetings which involve the
di sclosure of classified mlitary information. As an exception tothis general
rul e representatives of, and nationals from foreign countries, other than
Desi gnated countries, may attend classified sessions only when the Head of a
DoD Conponent sponsoring the neeting for security, or a designee, determnes
that such attendance is consistent with National Disclosure Policy (NDP-1)
(reference (r)) and specifically authorizes it in witing.

b. Representatives of, and nationals from other than Designated
countries may attend unclassified sessions wthout specific authorizations
provi ded the disclosure of unclassified technical data, which is governed by
the Export Admnistration Act of 1969 (reference (s)), as anended, as admnis-
tered by the Secretary of Commerce, and Section 38 of the Arns Export Control
Act (reference (t)) as admnistered by the Secretary of State through the |ITAR
(reference (1)), are conplied with.

C. Representatives of, and nationals from Designated countries
may not attend a classified session under any circunstances. However, they
may attend unclassified sessions when the Head of the DoD Conponent security
sponsoring the neeting approves individually and in writing, on a nane basis,
such attendance when clearly justified as being in the national interest.
This authority may not be delegated. Wen the attendance of such individuals
at an unclassified session or presentation of a neeting is requested by the
contractor, the activity sponsoring for security wll| forward the request
t hrough channel s, recomendi ng approval or disapproval. Such requests shall

conply with paragraph 9b of the ISM and will show how approval wll further reci-

13/ A person granted a reciprocal clearance or a RFI cleared for access to *

“classified information under the DoD Industrial Security Program is not
subject to the limtations of paragraph 1-407, provided the information is
rel easabl e under National Disclosure Policy. However, persons granted

reci procal clearances are subject to the access |imtations prescribed in .

par agraphs 2-322 and 2- 324.
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procity for attemdance of U S. personnel at simlar neetings within
Designated countries. No invitation shall be tendered, either formally or
Informal |y, by or on behalf of the contractor, to a foreign national or

representative of a Designated country or to his o-r her government or firm
until his or her attendance has been approved.

d. The DoD Conponent whi ch approves a request for attendance by
a national from or representative of, a Designated country at unclassified
sessions of a neeting shall provide the Soviet and Eastern European Exchange
Staff, Departnent of State, New State Building, Washington, D.C. 20520, the
names of the proposed invitees, date of attendance, the |ocation of the neet-
ing, the subject matter to be discussed, and titles of scientific, technical,
or other papers to be presented. The admssibility to the U S. of these
proposed invitees nust be determned prior to the issuance of the actual
invitation, if they have not already been admtted with a visa.

e. The sponsoring activity shall:

(1) advise the contractor of the approval or disapproval of
the attendance of foreign nationals or RFI's at the neeting;

(2) ensure 'that foreign nationals or representatives of a
foreign interest other than Designated countries are excluded from all clas-
sified sessions, presentations, and displays except those which they have
specifically been authorized to attend; and

(3)ensure that foreign nationals or representatives of
“Designated countries are excluded without exception fromall classified

sessions, presentations, and displays and fromall unclassified portions of

sponsored meetings, except those which they have specifically been authorized
to attend.

1- 408 Di scl osure Authorizations. The release of classified information by
government representatives participating in contractor-conducted neetings
shall be authorized in accordance with pertinent directives of their individ-
ual departnents or agencies. Contracting officer approval of proposed.

di scl osures by contractors of classified information at contractor-conducted
or government-conducted neetings shall be acconplished as follows.

a. Proposals froma contractor to disclose classified informtion
at a meeting conducted under paragraphs 59(3) or (4), |ISM shall be processed”
*in accordance with the pertinent directives of the contracting activity having
jurisdiction over the information invol ved.

b. | f the proposed disclosure is approved, the contractor shall be
notified in order that he or she, in turn, may advise the sponsoring activity.

1- 409 Approval for Attendance at ( assified Meetings. Wen a contracting
officer or an official nonitoring a UA program receives an application froma
contractor for one or nore of his or her enployees to attend a classified
meeting, he or she is required to determne the contractor’s FCL, and need-

t o-know. The determ nation by the contracting officer or nonitoring official
of the FCL may be based on know edge acquired through a current classified
contractual relationship, program participation, or by verifying the FCL with
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t he PIC-CVA. The need-to-know determ nation can be nade after revi ew ng
the justification submtted by the contractor with the application. The
general criterion for this determnation will be whether, in the interest of
national security, the contractor requires access to the classified

i nformation tobe disclosed at the meeting in order to performtasks or
services essential to the fulfillment of a classified contract or program
After the FCL has been determned, the contractor’s certification as to the
PCL status and need-to-know of the enployees who will attend the neeting shall
be accepted. The contracting officeror nmonitoring official, after conpleting
his or her required actions, provided that the contractor has certified that
the enployee is cleared attheappropriate |evel and has the need-to-know,

will forward the contractor’s application and certification to.the sponsoring
activity, indicating that the FCL has been verified and the need-to-know has
been determ ned.

1-410 Notification. DoD Conponents sponsoring neetings for security shall
notify the DUSD(P) ATIN: Director for Security Plans and Prograns (DSP&P), of
each nmeeting’ s subject matter or title, location, and date. This notification
shoul d be given at the tine the DoD Conponent agrees to sponsor for security
and can be acconplished by providing a copy ofthe letter reflecting this
agreement. \Wen reports of loss or conpromse of classified information as a
result of such a nmeeting are prepared in accordance with section V of this
regul ation, the DUSD(P) ATTN: DSP&P, shall be notified by copies of such
reports.

Part 5. PROCEDURES PERTAI NI NG TO COMSEC | NFORMVATI ON

1-500 Application. The procedures in this regulation pertaining to COMSEC
i nformati on shall apply to, and shall govern, the industrial security rela-
tionship between UA's and contractors under one or a conbination of the .
follow ng conditions:

a. when the contractor requires the use of CRYPTOSYSTEMS in the
performance of his or her contract;

b. when the contractor is required to install, nmaintain, or operate
CRYPTO equi pnent for the U S. Government; or

c* when the contractor is required to acconplish research,
devel opnent, or production of CRYPTOSYSTEMS, CRYPTO equi pnent, or rel ated
COMSEC nmateri al .

1- 501 | nstructions Concerning COMSEC Materi al .

a. Requirenents for the safeguarding of COMSEC material in the
hands of industry are established in reference (q).

b. Distribution of reference (q) will be made by the CSo's and shall
be limted to UA's and contractors neeting the conditions-established in para-
graph 1-500.
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1-502 Rel ease of COMSEC Infornmation and Material to “U S. Contractors.
Basic policy and procedures pertaining to the rel ease of COMSEC | nfornation
and material to U S. contractorsand to the useof COMSEC material by U. S.
contractors are set forth in detail in National Communications Security *
Commi ttee publication NCSC-2, “National Policy on Rel ease of Communi ca-
tions Security Information to U S. Contractors and OQther U S. Nongovern-
mental Sources,” reference (u). Additional guidance 1s contained in
appropriate DoD and UA instructions. Any request for a waiver fromthe
provi sions of references (q) or (u) shall be submtted to the Director, DS
ATIN:  Deputy Director (lIndustrial Security).

a. Use of COMSEC Material by Contractors.

(1) Contractors engaged in work on classified contracts may
be authorized and shoul d be encouraged to use certain CRYPTOSYSTEMS for the
encryption of classified or unclassified, national security-related
information. Use of a CRYPTOSYSTEM may be authorized for the encryption of
classified or unclassified, national security-related communications between
contractors and the U S. Governnent, between contractors, between’ various
facilities of a contractor, and between contractors and subcontractors. A
CRYPTOSYSTEM when approved, may be used by the contractor for the transms-
sion of information classified nohigher than that approved for the
CRYPTOSYSTEM., Use is not |limted to the contract for which originally
approved.

(2) The contractor shall-submt a request for approval of the
use of a CRYPTOSYSTEM to the contracting officer concerned. In turn, the
request shall reprocessed in accordance with appropriate contracting
activity instructions.

(3) When use of a CRYPTOSYSTEM is authorized, the
contracting activity shall:

(a) specify the levels of classified information which
may be encrypted; and
(

b) ensure, prior to issuance of the CRYPTOSYSTEM, that:

1 procedures are established to provide for the
physi cal safeguarding of COMSEC materials and for the secure and efficient
operation of the CRYPTOSYSTEM; and

2 security clearances for the highest classifica-
tion of information or material have been granted by the U.S. Government to
all persons who nmay require access and that these persons have been given a
COMSEC Dbri efing.

b. Utilization of Contractor Personnel in Governnment COMSEC Qpera
t ions. Fromthe standpoint of security and control of operations during both
normal and emergency conditions, the installation, maintenance, and operation
of U S. Government secure telecomunications systems normally shoul d be

perforned by appropriately cleared U.S. citizens who are military personnel
or civilian enployees of the governnent.
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(1) |In those cases where the installation, maintenance, and

operation of secure tel ecommunications systems by contractor personnel 1s
considered in the best interest of the govermment, Heads of UA's may author-
ize the utilization of U S. contractor personnel to.perform these functions.
The National Communications Security Committee (fornerly USCSB) shall be ad-
vised of each instance where contractor personnel are utilized and of their
termnations of such enployment.

(29 When the utilization of contractor personne i n gover n-
ment COMSEC operations has been authorized, the contracting UA shall ensure
t hat such persons have been cleared by the government at the appropriate
| evel .

C. Utilization of Contractor to Acconplish Research, Devel opnent,
or Production of COMSEC Information or Material. Wen in the best interests
of the governnment, Heads of UA's may provide COMSEC material or information to
a contractor for research, devel opnent, production, and testing of CRYPTO
equi pment, or of conmuni cations equi pment interfaci ng with CRIPTO equi pnent,
when such work is being undertaken on behalf of the governnent.

1-503 Subcontracti ng COMSEC Work.

a. Subcontracts requiring the disclosure of classified COMSEC
information will be awarded only upon the witten approval of the contracting
officer of the prime contract. Prior to the approval of the subcontract, the
contracting officer shall assure that the-proposed subcontractor neets the
security requirements of this regulation.

b. The subcontractor facility shall be inspected in accordance
wi th paragraphs 4-103 and 4-107.

1- 504 Est abl i shing a COMSEC Account .

a. When COMSEC material which is accountable to a COR is to be
provi ded or produced under a contract, the contracting officer shall inform
the contractor that a COMSEC account nust be established. In addition, the
contracting officer shall notify the COR and the CSO that a COMSEC account
shal | be established. The contractor is then required to nom nate aCOMSEC *

custodi an and an alternate COMSEC custodi an, each of whom shall be a U S.
citizen.

b. The CSO shall forward the names of the persons nom nated *
as FSO, COMSEC custodian, and an alternate to the COR, with a copy to the
contracting activity, indicating that the persons have been cleared and
have been given a COMSEC briefing in accordance wth paragraphs 2-313 and
2=314,

C. The COR wi Il then establish the COMSEC account and will in-
clude the applicable contract nunber on each letter of transmttal or

transmttal voucher sent to the contractor.

d. An individual may be appointed as the COMSEC custodi an for
more than one account only when approved by each COR-concerned. ,
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1- 505 Destruction and Disposition of COMSEC Material. The COR will provide
directions to the contractor when accountable COMSEC material is to be destroyed.
These directions may be provided in superseding editions of publications or by
specific instructions.

1-506 Shi pnent of COMSEC Material Qutside of a Facility.

a. The contracting activity shall provide the contractor approval
of and instructions pertaining to the shipnent of classified COMSEC material.
Met hods for shipnent are contained in reference (q).

b. |f contractor personnel are to act as couriers to transport
TOP SECRET keyi ng material mar ked "CRYPTO," they nust be designated by-the
contracting activity. Such contractor personnel mustbe cleared for access
to TOP SECRET material and nust have been given a COMSEC briefing.

1- 507 Unsol i cited COMSEC Proposals. Any unsolicited COMSEC system equip-
ment, devel opnent, study, or proposal which is submtted by a contractor to a
mlitary department or an agency for consideration, shall be forwarded to the
Assistant Director for Communications Security, National Security Agency, Fort
George G Meade, Maryland 20755, for evaluation and a determnation as to
whether or not it requires protection in the interest of national security.

Part 6. TRANSM SSI ON OF CLASSI FI ED MATERI AL

1- 600 Application. This part applies in those instances when, in
accordance wth paragraph 17, 1ISM, the contractor requires the approval
of orinstructions fromthe contracting activity for transm ssion of
classified material outside the facility, and when CONFI DENTI AL materi al
Is transmtted to and froma contractor facility and a UA

1-601 Approved Methods of Transm ssion,

a. Approved methods for transm ssion of CONFI DENTI AL material out-
side a contractor facility are set forth in paragraph 17d, 1SM That paragraph
provides, in part, that contractors shall transmt CONFIDENTIAL material to
other contractor facilities by U S Express Mail, US. Certified, or Registered
Mail, depending on the contractors’ | ocation. .

b. UA'S are not authorized to transmt CONFIDENTIAL material to
a contractor facility by first class mail. Such material shall be trans-
mtted only by U S Certified, US. Express or Registered Mil, in order *
to assure such transm ssion is received by an appropriately cleared enpl oyee
of the .contractor.

C. In addition to the nmethods of transm ssion of classified materi al

authorized in paragraph 17, ISM contracting activities shall authorize addi-
tional nethods when required in accordance with instructions contained in the
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DAR and departnental or agency regul ati ons. Further, when transmtting T
SECRET or CONFI DENTI AL material to an individual operating as a cleared

facility or engaged as a Type B or Type C Consultant, or to any facility ,

at which only one enpl oyee is assigned, it shall specify on the outer

container: “TO BE OPENED BY ADDRESSEE ONLY.” The outer container shal

“al so be annotated: “POSTMASTER -- DO NOT FORWARD. | F UNDELI VERABLE TO

ADDRESSEE, RETURN TO SENDER.

—

1- 602 Contract ing Officer Approval. Approval for or specific instruction
to the contractor are required under the follow ng conditions.

a. TOP SECRET material is to be transmtted outside a facility.
The purpose of this requirenent is to ensure that TOP SECRET information is
not exposed to the inherent dangers of transmttal outside of the facility,
unl ess essential to the performance of the contract.

b. The nature of the classified shipment does not lend itself
to transm ssion by any of the nethods specified in paragraph 17, ISM.

C. Use of Arny, Navy, or Air Force postal facilities or
Armed Forces Courier Service (ARFCOS) is required. However, such ap-
proval is not required provided that the contractor has previously
received an authorization by virtue of his or her |ocation on an
overseas U S. installation 14/. *

d. A CRYPTOSYSTEM |Is to be used for the transm ssion of
SECRET and CONFIDENTI AL information. Once approved and installed, the
CRYPTOSYSTEM may be used for the transm ssion of such information per-
taining to other classified contracts wthout further approval of the
contracting activity concerned,. \en- an urgent requirenent exists for
transmtting a considerable amount of information to and fromthe
facility, and other methods of transm ssion are inexpedient, the con-
tractor-may utilize the CRYPTOSYSTEM. TOP SECRET Information shall not
be transmtted over a CRYPTOSYSTEM wi t hout the specific prior approval of
thecontracting officer concerned.

14/1f the intended recipient is not authorized to receive classified:
material through Arnmy Post Office (APO channels, arrangenents shall
be made with a U S. activity which is so authorized to receive and
hold the classified material pending pickup by the intended recipient.
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e. For transmissions which are not within or between the U S.,
Puerto Rico, or a U S. possession or a trust territory, but which are
necessary to serve a governnment purpose, the contractor shall request witten
authorization fromthe contracting officer when the classified material 1is to
be transmtted by one of the follow ng neans:

(1) by use of a cleared contractor enployee escort who has
been designated by the contractor, provided the transm ssion does not cross
| nternational boundaries, is acconplished (begun and conpl eted) during rermal

daytime duty hours of the same day, and is in accordance with the agreenents
in effect wwth the country concerned,

(2) by use of cleared U.S. mlitary personnel or civil service
enmpl oyee designated to escort shipment -- foreign carriers shall not be
utilized except when the escort has continuous physical control of the
material being transmtted;

(3) by use of U S. and Canadi an registered mail and via a U.S. .
or Canadi an government. activity; or

(4) when the transmission of U . S. classified information te a .
forei gn governnment is on a government-to-government basis (See paragraph
8- 104).

On receipt of such request, the contracting activity shall verify the need for
the shipnent, determne that the procedures proposed by the contractor wll
provide a secure method of shipnent, and assure that the shipnent IS destined
for location where it can be stored under U S. Government control or in the
case of paragraph (4) above, it is under U S. control until delivered to the
representative of the foreign governnent. 1f the request neets the above

requirements and i s approved, the contracting activity shall so notify the
contractor.

f. VWhen shipment by truck is contenplated for classified Cx (CON-
FIDENTIAL Or SECRET), the contracting officer will issue specific shipping
instructions, requiring a driver holding a final SECRET clearance in addition
to the military escort normally provided for such shipnents.

1- 603 NATO Hand-carried Material. NATO regulations allow contractor
enpl oyees to hand-carry NATO RESTRI CTED, CONFI DENTI AL and SECRET. materia
across international borders under certain conditions. A contractor may
request the €S0 to approve the use of an appropriately cleared and briefed
enpl oyee for such purposes in accordance with paragraph 88d, 1SM  The CSQ
after determning that the criteria for exception to normal transm ssion
procedures exists, may issue an appropriately stanped and signed NATO
Courier Certificate. The necessary formats are illustrated at appendix G

ISR and paragraph B, section Il1l, attachment 3 to enclosure 2, of the USSAN
Instruction 1-69, and will be originals on official letterhead. The CSO
shoul d affix an official seal to the certificate. [If a NATO seal is not

avai | able, an official DIS or conpany seal may be used. During the course
of recurring inspections, the CSO shall confirmthat enployees who are

| ssued NATO Courier Certificates have been properly briefed and the certif-
| cates accounted for. The ¢so will account for all courier certificates

produced by them (a consecutive nunbering system should be devised by
each CSO for this purpose.)
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Part 7. PROCEDURES PERTAI NI NG TO COMMERCIAL CARRIERS

1- 700 Application. This part establishes procedures for the qualif icat ion
of commercial carriers by both MIMC ar¢ DIS for the mevement Oof SECRET con-
trolled shipments. 1t specifics the responsibilities ¢f MIMC in the CONUS and
of designated mlitary Commanders in’ Al aska, hawzii, Puerto Rico, and U.S§.
possessions and trust territories in their respective areas. It also specifies
the responsibilities of CS0's assigned responsibility for assuring that
commercial carriers can satisfactorily safeguard SECRET controlled shipnents.

1-701 | nstructions Concerning Commercial Carriers.

a. Requi renents for the safegvarding of SECRET controilled shipnents
from consi gnor to consignee are established in the | SM and Dol 5220. 22-C
(reference-(b)). These-publications are distributed by the CS0's to cl eared
comrerci al carrieirs.

b. Appendix E reflects the areas serviced by MIMC and by mlitary
Cocmmanders i n Al aska, Hawaii, Puertc F.ice, or a U S. possession or trust
territory.

C. Appendi x F 18 a chart which identifies the primry functional
responsibilities of the tiznsportation officer (TO, MIMC, and the CSO's, with
respect to the transmssion of SECRET controlled shipnents by comrerci al
carrier.

d. Annex A of refererce (b) Incorporates aglossaryof terms
applicabletocommercial carrier procedures.

e. Transportation otficers should refer te the “Mlitary Traffic
hazagement Regul ation,’ * reference (y), for transportation pelicies ané
procedur es.

1-702 Approvai of Commercial Carriers. Commercial carriers shall be
qualified by MIMC t 0 move SECRET controlled shipnments for the DoD., other UA's,
and governnent contractors when the novenent of material is within the CONUS,
or by the designated mlitary Conmander wher the novenent of materiel is
wholly within Al aska, Hawaii, Puerto Rico, or a U S. possession Or trust
territory. In addition, they nmust be cleared by the CSO Requests for
qualification cf initial and additional carriers shall be submtted through
channels to the appropriate MIMC area Leadquarters or the designated

military Conmander /see appendix |?) who shall naintain records of qualitied
commercial carriers and provide appropriate dissem nation.

a. Qualification shall te based on the follow ng.

(1) The requirement for the carrier’s service has been estab-
| i shed by a shipper.

(2) A determnation has been made by MIMC or designated
Commander that a qualified and cleared carrier is ret available to performthe
required service. In this connection, MMC cr the desi gnated Commander shall
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coordinate with the Deputy Director (Industrial Security),HQD1Stoensure
thata cleared carrier is not avail able.

(3) The carrier is authorized by law, regul atory body, or
regul ative to provide the required transportation service.

(4) A determ nation has been nade by MIMC or designated
Commander that the carrier is capable of, and authorized to, furnish PSS by

appl i cabl e tariff, governnent tender, agreement, or contract provision, as
required by paragraph b bel ow

(5) The carrier has been granted a SECRET FCL by the CSO

b. The comrercial carrier, by applicable tariff, governnent tender,
agreenent, or contract provision agrees to provide the follow ng protective
services for the novenent of SECREI controlled shipnents.

(1) The commercial carrier agrees to provide continuous
person-to-person tally and signature of those persons providing en route
protection while the shipment is in -the carrier’ a custody; for air shipnents,
which are loaded into a conmpartment which is not accessible in flight , ne
receipt wll be required fromthe flight crew orattendants of the carrier’s
aircraft on which shipments are being transported.

(2)The commercial carrier agrees to provide constant protection
of the shipment at all tines, between receipt from the consignor until delivery
to consignee, by one ormorecl eared enpl oyees to prevent inspection, tanpering,
or pilferage. Observation Of the shipmeut is nnt required during the period it
IS stored in the carrier's aircraft, in connection with flight, provided the
shipnent is loaded into a conpartnment aboard the aircraft which 18 not acces-
sible t0 any unauthorized person.

(3) Closed and |ocked conpartnments or vehicles shall be used
for shipnent except when another nmethod is authorized specifically by the
shipper. In acy event, exception shall not be granted for individual packages
wei ghing | ess thar 200 pounds gross.

(4) Shipments normally shall be afforded single-line service
from point -of origin to aestination when such service is available. 1f time
or di stance does not permt novenent through, the follow ng security
procedures w Il be observed.

(a) If the shipnent remains in the transportation
equi pment, at |east one of the cleared carrier custodians shall maintain
constant protection to prevent access to shipnment by unauthorized persons.

(by If the material is unloaded fromthe vehicle, it shall
be under the constant protection of a carrier custodian et the storage site or

shal | be placed in storage in a closed area., vault, or strongroom as defi ned
in the I SM
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{¢) In those cases in which the shipment is placed in storage =~ ““’*-":?
en route, one of the cleared carrier custodians of the storage site shall
execute the tally and signature service, and assune appropriate protection as
prescri bed.

C. The MIMC or the designated mlitary Commander shall request the
CSO of the commercial carrier’s HOF to process the carrier and identified
termnals for a FCL following conpletion of the actions prescribed in para-
graphs a(l), (2),(3),and (4) above. Prior coordination wth the Deputy
Director (Industrial Security), HQ DIS will be nade to determne the specific
termnals to be processed for clearance. On receipt of a request for
qualification, the CSO concerned shall conplete the actions prescribed in
section Il, part 1 to permt an admnistrative determnation to grant or deny
a FCL to the carrier. During the initial survey, the CSo will assure that the
contractor isawarethat preparation of an acceptable SPP is a prerequisite to
granting a FCL and that only those termnals |isted by the HOF on the “Append-
age to the Transportation Security Agreenent” (DI'S Form 1150) may be used for
SECRET control |l ed shipnents.

| -703 Responsibilities of Cognizant Security Offices. In addition to those
actions prescribed I n paragraph 1-702, €SO's assigned respomsibility under

par agraphs 1-300f and 1-300g of this section, shall be responsible for the
following.

a. | nspect the HOF and the specific termnals of the carrier
authori zed to handl e SECRET control |l ed shipnments in accordance With the
schedul e in paragraph 4-103. The purpose of this inspection is to ensure that
the carrier is conplying with the terms of the “DoD Transportation Security
Agreement” (DIS Form 1149), reference (b), and the carrier’s SPP, Indications
of nonconpliance requiring ore frequent or extensive types of inspection are
not limted to those derived frominspections, but may be obtained from any
reasonabl e source including conplaints and prescribed reports submtted by any
cl eared contractor or governnent agency using this service.

b. Conduct appropriate inquiries into the circunstances involving
delay in the novenent of SECRET controlled shipments by commercial carriers,
violation, or the possible loss of security due to misrouting, | 0ss, tanper-
ing, Or energencies.

C. Advise the carrier’s managenment of all deficiencies and of the
requi renent for corrective action in each case. Necessary follow up inspections

shall be perforned by CS0O's to determne the conpletion and effectiveness of
corrective actions required of the carrier.

d. Ensure that the appropriate government investigative agency is
advi sed of reports received by the CSO concerning existing or threatened
espi onage, sabotage, or subversive activities.

e. Advise carrier managenent concerning their obligations under
the provisions of the DI'S Form 1149, "pepartment of Defense Transportation
Security Agreement,” My 1983 (reference (old)) and reference (b},

f. Determne the effectiveness of the carrier in protecting SECRET ¢
control led shipments. |f the carrier’s peformanceis determined to be
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unsatisfactory and eited discrepancies are not corrected wthin a reasonable
period of time, the Cs0 shall take the action prescribed in paragraph 4-202.
In order to provide for an adequate review of the effectiveness of a carrier’s
performance, all involved governnent or contractor activities shall furnish
copies of all reports or incidents, investigaticrns, | nspections, surveys, Of
ot her docunments whick reflect unsatisfactory performance in the protection or

movement of SECRET controlled shipnents by a comrercial carrier to the re-"
sponsible CSO.
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